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QUESTION 1

What is a purpose of an SSH host key? 

A. It must be sent by any SSH client in addition to a user key in order to identify the client\\'s host. 

B. It provides the server\\'s identity information to connecting SSH clients. 

C. It is the root key by which all user SSH keys must be signed. 

D. It authenticates any user that logs into a remote machine from the key\\'s host. 

E. It is used by system services like cron, syslog or a backup job to automatically connect to remote hosts. 

Correct Answer: B 

 

QUESTION 2

Of the ways listed, which is the best way to temporarily suspend a single user\\'s ability to interactively login? 

A. Add the user name to /etc/nologin. 

B. Change the user\\'s password. 

C. Change the user name in /etc/passwd. 

D. Use change to expire the user account. 

E. Place the command logout in the user\\'s profile. 

Correct Answer: D 

 

QUESTION 3

What is true regarding TCP port 23? 

A. Port 23 is the well known port for the telnet service which is a plain text protocol that should no longer be used. 

B. Port 23 is the well known port for the SSH service which provides secure logins. 

C. Port 23 is the well known port for the rlogin service which is SSL secured by default. 

D. Port 23 is the well known port for the system login services which are encrypted when the user runs the starttls
command in his login shell. 

Correct Answer: A 

 

QUESTION 4
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Which of the following information is stored in /etc/shadow for each user? 

A. The timestamp of the user\\'s last login 

B. The user\\'s private SSH keys 

C. The hashed password of the user 

D. The numerical user ID (UID) 

E. The path to the user\\'s home directory 

Correct Answer: C 

 

QUESTION 5

What is true about the ntpdate command? 

A. It is the primary management command for the NTP time server. 

B. It updates the local system\\'s date (i.e. day, month and year) but not the time (i.e. hours, minutes, seconds). 

C. It queries one or more NTP time servers and adjusts the system time accordingly. 

D. It sends the local system time to one or many remote NTP time servers for redistribution. 

E. It can be used by any user to set the user clock independently of the system clock. 

Correct Answer: C 
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