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QUESTION 1

Which type of Business Continuity Plan (BCP) test involves shutting down a primary site, bringing an alternate site on-
line, and moving all operations to the alternate site? 

A. Parallel 

B. Full interruption 

C. Checklist 

D. Structured walkthrough 

E. Simulation 

Correct Answer: B 

 

QUESTION 2

Which of the following tests provides testing teams some information about hosts or networks? 

A. Partial-knowledge test 

B. Full-knowledge test 

C. Zero-knowledge test 

Correct Answer: A 

 

QUESTION 3

_________________ is the process of subjects establishing who they are to an access control. 

A. Identification 

B. Authentication 

C. Authorization 

D. Validation 

E. Biometrics 

Correct Answer: A 

 

QUESTION 4

A(n) ________________ is a one-way mathematical function that maps variable values into smaller values of a fixed
length. 
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A. Symmetric key 

B. Algorithm 

C. Back door 

D. Hash function 

E. Integrity 

Correct Answer: D 

 

QUESTION 5

Which of the following is the BEST method for managing users in an enterprise? 

A. Enter user data in a spreadsheet. 

B. Implement centralized access control. 

C. Deploy Kerberos. 

D. Place them in a centralized Lightweight Directory Access Protocol. 

E. Use a Domain Name System. 

Correct Answer: D 
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