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QUESTION 1

Why should each system user and administrator have individual accounts? (Choose TWO.) 

A. Using generic user names and passwords increases system security and reliability. 

B. Using separate accounts for each user reduces resource consumption, particularly disk space. 

C. By using individual login names and passwords, user actions can be traced. 

D. If users do not have individual login names, processes can automatically run with root/administrator access. 

E. A generic user name and password for users and security administrators provides anonymity, which prevents useful
logging and auditing. 

Correct Answer: CE 

 

QUESTION 2

To comply with the secure design principle of fail-safe defaults, what must a system do if it receives an instruction it
does not understand? The system should: 

A. send the instruction to a peer server, to see if the peer can execute. 

B. not attempt to execute the instruction. 

C. close the connection, and refuse all further traffic from the originator. 

D. not launch its debugging features, and attempt to resolve the instruction. 

E. search for a close match in the instruction set it understands. 

Correct Answer: B 

 

QUESTION 3

Which of the following is NOT a concern for enterprise physical security? 

A. Network Intrusion Detection Systems 

B. Social engineering 

C. Dumpster diving 

D. Property theft 

E. Unauthorized access to a facility 

Correct Answer: A 
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QUESTION 4

Which type of access management allows subjects to control some access of objects for other subjects? 

A. Discretionary 

B. Hybrid 

C. Mandatory 

D. Role-based 

E. Nondiscretionary 

Correct Answer: A 

 

QUESTION 5

Which of the following equations results in the Single Loss Expectancy for an asset? 

A. Asset Value x % Of Loss From Realized Exposure 

B. Asset Value x % Of Loss From Realized Threat 

C. Annualized Rate of Occurrence / Annualized Loss Expectancy 

D. Asset Value x % Of Loss From Realized Vulnerability 

E. Annualized Rate of Occurrence x Annualized Loss Expectancy 

Correct Answer: B 

Latest 156-110 Dumps 156-110 Practice Test 156-110 Study Guide

Powered by TCPDF (www.tcpdf.org)

Latest 156-110 Dumps | 156-110 Practice Test | 156-110 Study Guide                                3 / 3

https://www.geekcert.com/156-110.html
https://www.geekcert.com/156-110.html
https://www.geekcert.com/156-110.html
http://www.tcpdf.org
https://www.geekcert.com/156-110.html
https://www.geekcert.com/156-110.html
https://www.geekcert.com/156-110.html

