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QUESTION 1

Embedding symbols in images or common items, such as pictures or quilts, is an example of
A. Espionage

B. Transposition cipher

C. Key exchange

D. Arithmancy

E. Steganography

Correct Answer: E

QUESTION 2

What is mandatory sign-on? An authentication method that:

A. uses smart cards, hardware tokens, and biometrics to authenticate users; also known as three-factor authentication
B. requires the use of one-time passwords, so users authenticate only once, with a given set of credentials

C. requires users to re-authenticate at each server and access control

D. stores user credentials locally, so that users need only authenticate the first time a local machine is used

E. allows users to authenticate once, and then uses tokens or other credentials to manage subsequent authentication
attempts

Correct Answer: C

QUESTION 3

Which of the following represents a valid reason for testing a patch on a nonproduction system, before applying it to a
production system?

A. Patches may re-enable services previously disabled.
B. Patches are a kind of virus.

C. Patches always overwrite user data.

D. Only patches on vendor-pressed CDs can be trusted.
E. Patches usually break important system functionality.

Correct Answer: A
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QUESTION 4

ABC Corporation\\'s network requires users to authenticate to cross the border firewall, and before entering restricted
segments. Servers containing sensitive information require separate authentication. This is an example of which type of
access-control method?

A. Single sign-on

B. Decentralized access control

C. Hybrid access control

D. Layered access control

E. Mandatory access control

Correct Answer: D

QUESTION 5

A(n) is the first step for determining which technical information assets should be protected.
A. Network diagram

B. Business Impact Analysis

C. Office floor plan

D. Firewall

E. Intrusion detection system

Correct Answer: A
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