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QUESTION 1

Why should user populations be segmented? 

A. To allow resources to be shared among employees 

B. To allow appropriate collaboration, and prevent inappropriate resource sharing 

C. To prevent appropriate collaboration 

D. To provide authentication services 

E. To prevent the generation of audit trails from gateway devices 

Correct Answer: B 

 

QUESTION 2

Which of the following statements about the maintenance and review of information security policies is NOT true? 

A. The review and maintenance of security policies should be tied to the performance evaluations of accountable
individuals. 

B. Review requirements should be included in the security policies themselves. 

C. When business requirements change, security policies should be reviewed to confirm that policies reflect the new
business requirements. 

D. Functional users and information custodians are ultimately responsible for the accuracy and relevance of information
security policies. 

E. In the absence of changes to business requirements and processes, information-security policy reviews should be
annual. 

Correct Answer: D 

 

QUESTION 3

If a firewall receives traffic not explicitly permitted by its security policy, what should the firewall do? 

A. Nothing 

B. Do not log and drop the traffic. 

C. Log and drop the traffic. 

D. Log and pass the traffic. 

E. Do not log and pass the traffic. 

Correct Answer: C 
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QUESTION 4

Which of the following calculations is used when selecting countermeasures? 

A. Annualized Rate of Occurrence 

B. Single Loss Expectancy 

C. Annualized Loss Expectancy 

D. Business Impact Analysis 

E. Business Continuity Plan 

Correct Answer: C 

 

QUESTION 5

All of the following are possible configurations for a corporate intranet, EXCEPT: 

A. Value-added network 

B. Wide-area network 

C. Campus-area network 

D. Metropolitan-area network 

E. Local-area network 

Correct Answer: A 
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