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QUESTION 1

What must system administrators do when they cannot access a complete replica of their production environment for
testing?

A. Extrapolate results from a limited subset.

B. Eliminate the testing phase of change control.
C. Request additional hardware and software.
D. Refuse to implement change requests.

E. Deploy directly to the production environment.

Correct Answer: A

QUESTION 2

When should procedures be evaluated?

A. When new functional users join an organization

B. On the anniversary of the procedures\\' implementation
C. Each time procedures are used

D. Whenever business processes are modified

E. When new exploits and attacks are discovered

Correct Answer: D

QUESTION 3

ABC Corporation\\'s network is configured such that a user must log in individually at each server and access control.
Which type of authentication is in use?

A. Role-based access control
B. Three-factor authentication
C. Single sign-on

D. Hybrid access control

E. Mandatory sign-on

Correct Answer: E
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QUESTION 4

Which TWO of the following items should be accomplished, when interviewing candidates for a position within an
organization?

A. Hire an investigation agency to run background checks.
B. Verify all dates of previous employment.

C. Question candidates, using polygraphs.

D. Contact personal and professional references.

E. Run criminal-background checks.

Correct Answer: D

QUESTION 5

A(n) is issued by senior management, and defines an organization\\'s security goals.

A. Records-retention procedure

B. Acceptable-use policy

C. Organizational security policy

D. Security policy mission statement
E. Service level agreement

Correct Answer: D
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