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QUESTION 1

You are preparing a machine that will be used as a dedicated Web server. Which of the following services should NOT
be removed? 

A. E. IRC 

B. SMTP 

C. FTP 

D. HTTP 

E. PVP 

Correct Answer: D 

 

QUESTION 2

____________________ is the state of being correct, or the degree of certainty a person or process can have, that the
data in an information asset is correct. 

A. Confidentiality 

B. Integrity 

C. Authenticity 

D. Privacy 

E. Availability 

Correct Answer: B 

 

QUESTION 3

Which encryption algorithm has the highest bit strength? 

A. AES 

B. Blowfish 

C. DES 

D. CAST 

E. Triple DES 

Correct Answer: A 
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QUESTION 4

_______ can mimic the symptoms of a denial-of-service attack, and the resulting loss in productivity can be no less
devastating to an organization. 

A. ICMP traffic 

B. Peak traffic 

C. Fragmented packets 

D. Insufficient bandwidth 

E. Burst traffic 

Correct Answer: D 

 

QUESTION 5

You are a system administrator for a pool of Web servers. The vendor who sells your Web server posts a patch and
sample exploit for a newly discovered vulnerability. You will take all of the actions listed below. Which of the following
actions should you take first? 

A. Run the sample exploit against a test server. 

B. Run the sample exploit against a production server. 

C. Apply the patch to all production servers. 

D. Test the patch on a production server. 

E. Test the patch on a non-production server. 

Correct Answer: A 
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