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QUESTION 1

To comply with the secure design principle of fail-safe defaults, what must a system do if it receives an instruction it
does not understand? The system should: 

A. send the instruction to a peer server, to see if the peer can execute. 

B. not attempt to execute the instruction. 

C. close the connection, and refuse all further traffic from the originator. 

D. not launch its debugging features, and attempt to resolve the instruction. 

E. search for a close match in the instruction set it understands. 

Correct Answer: B 

 

QUESTION 2

You are a system administrator managing a pool of database servers. Your software vendor releases a service pack,
with many new features. What should you do? (Choose TWO.) 

A. Eliminate the testing phase of change control. 

B. Read the release notes. 

C. Refuse to install the service pack. 

D. Install the service pack on all production database servers. 

E. Install the service pack on a database server, in a test environment. 

Correct Answer: BE 

 

QUESTION 3

The items listed below are examples of ___________________ controls. 

*Smart cards *Access control lists *Authentication servers *Auditing 

A. Role-based 

B. Administrative 

C. Technical 

D. Physical 

E. Mandatory 

Correct Answer: C 
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QUESTION 4

Which of the following tests provides testing teams some information about hosts or networks? 

A. Partial-knowledge test 

B. Full-knowledge test 

C. Zero-knowledge test 

Correct Answer: A 

 

QUESTION 5

Which TWO of the following items should be accomplished, when interviewing candidates for a position within an
organization? 

A. Hire an investigation agency to run background checks. 

B. Verify all dates of previous employment. 

C. Question candidates, using polygraphs. 

D. Contact personal and professional references. 

E. Run criminal-background checks. 

Correct Answer: D 
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