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QUESTION 1

What is the purpose of resource isolation? 

A. To reduce the level of broadcast traffic on physical segments. 

B. To ensure that anyone accessing a resource has appropriate integrity. 

C. To automate the creation of access control lists and Trusted Computing Bases. 

D. To enforce access controls, and clearly separate resources from each other. 

E. To make people buy more computers than they really need. 

Correct Answer: D 

 

QUESTION 2

You are considering purchasing a VPN solution to protect your organization\\'s information assets. The solution you are
reviewing uses RFC-compliant and open-standards encryption schemes. The vendor has submitted the system to a
variety of recognized testing authorities. The vendor does not make the source code available to testing authorities.
Does this solution adhere to the secure design principle of open design? 

A. No, because the software vendor could have changed the code after testing, which is not verifiable. 

B. No, because the software vendor submitted the software to testing authorities only, and did not make the software
available to the public for testing. 

C. Yes, because the methods were tested by recognized testing authorities, and the source code is protected from
vandalism. 

D. Yes, because the methods are open, and the system does not rely on the secrecy of its internal mechanisms to
provide protection. 

E. No, because if a software vendor refuses to reveal the source code for a product, it cannot comply with the open-
design principle. 

Correct Answer: D 

 

QUESTION 3

A(n) _______ is the first step for determining which technical information assets should be protected. 

A. Network diagram 

B. Business Impact Analysis 

C. Office floor plan 

D. Firewall 
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E. Intrusion detection system 

Correct Answer: A 

 

QUESTION 4

Which of the following is a cost-effective solution for securely transmitting data between remote offices? 

A. Standard e-mail 

B. Fax machine 

C. Virtual private network 

D. Bonded courier 

E. Telephone 

Correct Answer: C 

 

QUESTION 5

The items listed below are examples of ___________________ controls. 

*Smart cards *Access control lists *Authentication servers *Auditing 

A. Role-based 

B. Administrative 

C. Technical 

D. Physical 

E. Mandatory 

Correct Answer: C 
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