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QUESTION 1

Which principle of secure design states that a security mechanism\\'s methods must be testable? 

A. Separation of privilege 

B. Least common mechanism 

C. Complete mediation 

D. Open design 

E. Economy of mechanism 

Correct Answer: D 

 

QUESTION 2

Which of the following can be stored on a workstation? (Choose TWO.) 

A. Payroll information 

B. Data objects used by many employees 

C. Databases 

D. Interoffice memo 

E. Customer correspondence 

Correct Answer: DE 

 

QUESTION 3

Which of the following best describes an external intrusion attempt on a local-area network (LAN)? 

A. Internal users try to gain unauthorized access to information assets outside the organizational perimeter. 

B. External-intrusion attempts from sources outside the LAN are not granted permissions or rights to an organization\\'s
information assets. 

C. External users attempt to access public resources. 

D. External intruders attempt exploitation of vulnerabilities, to remove their own access. 

E. Internal users perform inappropriate acts on assets to which they have been given rights or permissions. 

Correct Answer: B 
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QUESTION 4

Who should have physical access to network-connectivity devices and corporate servers? 

A. Customers and clients 

B. Accounting, information-technology, and auditing staff 

C. Managers and C-level executives 

D. Only appropriate information-technology personnel 

E. Only the maintenance staff 

Correct Answer: D 

 

QUESTION 5

Internal intrusions are loosely divided into which categories? (Choose TWO.) 

A. Attempts by insiders to perform appropriate acts, on information assets to which they have been given rights or
permissions. 

B. Attempts by insiders to access resources, without proper access rights. 

C. Attempts by insiders to access external resources, without proper access rights. 

D. Attempts by insiders to perform inappropriate acts, on external information assets to which they have been given
rights or permissions. 

E. Attempts by insiders to perform inappropriate acts, on information assets to which they have been given rights or
permissions. 

Correct Answer: BE 
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