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QUESTION 1

In R80, Unified Policy is a combination of 

A. Access control policy, QoS Policy, Desktop Security Policy and endpoint policy. 

B. Access control policy, QoS Policy, Desktop Security Policy and Threat Prevention Policy. 

C. Firewall policy, address Translation and application and URL filtering, QoS Policy, Desktop Security Policy and
Threat Prevention Policy. 

D. Access control policy, QoS Policy, Desktop Security Policy and VPN policy. 

Correct Answer: D 

D is the best answer given the choices. 

Unified Policy 

In R80 the Access Control policy unifies the policies of these pre-R80 Software Blades: 

1. 

Firewall and VPN 

2. 

Application Control and URL Filtering 

3. 

Identity Awareness 

4. 

Data Awareness 

5. 

Mobile Access 

6. 

Security Zones Reference: https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?
topic=documents/R80/CP_R80_SecMGMT/126197andanchor=o129934 

 

QUESTION 2

In what way is Secure Network Distributor (SND) a relevant feature of the Security Gateway? 

A. SND is a feature to accelerate multiple SSL VPN connections 

B. SND is an alternative to IPSec Main Mode, using only 3 packets 
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C. SND is used to distribute packets among Firewall instances 

D. SND is a feature of fw monitor to capture accelerated packets 

Correct Answer: C 

Reference: https://sc1.checkpoint.com/documents/R76/ CP_R76_PerformanceTuning_WebAdmin/6731.htm 

 

QUESTION 3

Office mode means that: 

A. SecureID client assigns a routable MAC address. After the user authenticates for a tunnel, the VPN gateway assigns
a routable IP address to the remote client. 

B. Users authenticate with an Internet browser and use secure HTTPS connection. 

C. Local ISP (Internet service Provider) assigns a non-routable IP address to the remote user. 

D. Allows a security gateway to assign a remote client an IP address. After the user authenticates for a tunnel, the VPN
gateway assigns a routable IP address to the remote client. 

Correct Answer: D 

 

Office Mode enables a Security Gateway to assign internal IP addresses to SecureClient users. This IP address will not
be exposed to the public network, but is encapsulated inside the VPN tunnel between the client and the Gateway. The
IP to be used externally should be assigned to the client in the usual way by the Internet Service provider used for the
Internet connection. This mode allows a Security Administrator to control which addresses are used by remote clients
inside the local network and makes them part of the local network. The mechanism is based on an IKE protocol
extension through which the Security Gateway can send an internal IP address to the client. Reference:
https://supportcenter.checkpoint.com/
supportcenter/portal?eventSubmit_doGoviewsolutiondetails=andsolutionid=sk30545 

 

QUESTION 4

Where does the security administrator activate Identity Awareness within SmartDashboard? 

A. Gateway Object > General Properties 

B. Security Management Server > Identity Awareness 

C. Policy > Global Properties > Identity Awareness 

D. LDAP Server Object > General Properties 

Correct Answer: A 

 

QUESTION 5
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Anti-Spoofing is typically set up on which object type? 

A. Security Gateway 

B. Host 

C. Security Management object 

D. Network 

Correct Answer: A 
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