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QUESTION 1

Which Threat Prevention Software Blade provides protection from malicious software that can infect your network
computers? 

A. Anti-Malware 

B. IPS 

C. Anti-bot 

D. Anti-Spam 

Correct Answer: C 

Anti-Bot The Need for Anti-Bot There are two emerging trends in today\\'s threat landscape: 

1. 

A profit-driven cybercrime industry that uses different tools to meet its goals. This industry includes 

cyber-criminals, malware operators, tool providers, coders, and affiliate programs. Their "products" can be 

easily ordered online from numerous sites (for example, do-it-yourself malware kits, spam sending, data 

theft, and denial of service attacks) and organizations are finding it difficult to fight off these attacks. 

2. 

Ideological and state driven attacks that target people or organizations to promote a political cause or 

carry out a cyber-warfare campaign. 

Both of these trends are driven by bot attacks. 

A bot is malicious software that can invade your computer. There are many infection methods. These 

include opening attachments that exploit a vulnerability and accessing a web site that results in a malicious 

download. 

Reference: https://sc1.checkpoint.com/documents/R77/ CP_R77_ThreatPrevention_WebAdmin/102176.htm 

 

QUESTION 2

How is communication between different Check Point components secured in R80? As with all questions, select the
best answer. 

A. By using IPSEC 

B. By using SIC 

C. By using ICA 
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D. By using 3DES 

Correct Answer: B 

Reference: https://sc1.checkpoint.com/documents/R80/CP_R80_SecMGMT/html_frameset.htm?
topic=documents/R80/CP_R80_SecMGMT/125443 

 

QUESTION 3

The SIC Status "Unknown" means 

A. There is connection between the gateway and Security Management Server but it is not trusted. 

B. The secure communication is established. 

C. There is no connection between the gateway and Security Management Server. 

D. The Security Management Server can contact the gateway, but cannot establish SIC. 

Correct Answer: C 

SIC Status 

After the gateway receives the certificate issued by the ICA, the SIC status shows if the Security 

Management Server can communicate securely with this gateway: 

Communicating - The secure communication is established. 

Unknown - There is no connection between the gateway and Security Management Server. 

Not Communicating - The Security Management Server can contact the gateway, but cannot establish 

SIC. A message shows more information. Reference: https://sc1.checkpoint.com/documents/R80/ 

CP_R80_SecMGMT/html_frameset.htm?topic=documents/R80/CP_R80_SecMGMT/125443 

 

QUESTION 4

What SmartEvent component creates events? 

A. Consolidation Policy 

B. Correlation Unit 

C. SmartEvent Policy 

D. SmartEvent GUI 

Correct Answer: B 
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QUESTION 5

Packages and licenses are loaded from all of these sources EXCEPT 

A. Download Center Web site 

B. UserUpdate 

C. User Center 

D. Check Point DVD 

Correct Answer: B 

Packages and licenses are loaded into these repositories from several sources: 

1. 

the Download Center web site (packages) 

2. 

the Check Point DVD (packages) 

3. 

the User Center (licenses) 

4. 

by importing a file (packages and licenses) 

5. 

by running the cplic command line Reference:
https://sc1.checkpoint.com/documents/R76/CP_R76_Installation_and_Upgrade_GuidewebAdmin/13128.htm 
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