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QUESTION 1

Jacob is using a mesh VPN Community to create a sitE. to-site VPN. The VPN properties in this mesh Community
display in this graphic: Which of the following statements is TRUE?

Meshed Community Properties - MyIntranst LIRS i Al |
-+ enera VPN Propertics
- Paiticioating Gateways
I8 /) Propeities [KE [Fhase 1] Piopeities
| Tunnel Managemert
% Advanced Seftinge Peiform key exchange enciyplion with. | 30ES =]
Peafamn data inbegily, wih: 1MD5 |
|Psec [Fhase 71 Piopslies
Peatorm [P sec data ereiyplion Wit JAES128 |
Pedoim dals integiy wih) {MD3 :J
4] |+
| Ok I Cancel Help

A. If Jacob changes the setting, "Perform key exchange encryption with" from "3DES" to "DES", he will enhance the
VPN Community\\'s security and reduce encryption overhead.

B. Jacob must change the datA. integrity settings for this VPN Community. MD5 is incompatible with AES.

C. If Jacob changes the setting "Perform IPSec data encryption with" from "AES-128" to "3DES", he will increase the
encryption overhead.

D. Jacob\\'s VPN Community will perform IKE Phase 1 key-exchange encryption, using the longest key VPN-1 NGX
supports.

Correct Answer: C

QUESTION 2
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For an initial installation ofConnecter, which of the following statements is TRUE?
A. You must configure theConnecterusername and password before running the First Time Wizard.
B. It is possible to run the First Time Wizard from Expert Mode on theConnecterserver.

C. Itis not possible to use the sysconfig and cpconfig utilities, until the First Time Wizard in the Administration Web GUI
is successfully completed.

D. It is not necessary to set up the Rule Base before completingConnector\\'sinstallation.

Correct Answer: C

QUESTION 3

You are using SmartUpdate to fetch data and perform a remote upgrade of an NGX Security Gateway. Which of the
following statements is FALSE?

A. If SmartDashboard is open during package upload and upgrade, the upgrade will fail.

B. A remote installation can be performed without the SVN Foundation package installed on a remote NG with
Application Intelligence Security Gateway

C. SmartUpdate can query the SmartCenter Server and VPN-1 Gateway for product information
D. SmartUpdate can query license information running locally on the VPN-1 Gateway

Correct Answer: B

QUESTION 4

Which of the following is a valid Active Directory designation for user Jane Doe in the MIS department of
AcmeCorp.com?

A. Cn=jane_doe,ou=MIS,dc=acmecorp,dc=com
B. Cn= jane_doe,ou=MIS,cn=acmecorp,dc=com
C. Cn=jane_doe,ca=MIS,dc=acmecorp,dc=com
D. Cn=jane_doe,ca=MIS,cn=acmecorp,dc=com

Correct Answer: A

QUESTION 5

How does a standby SmartCenter Server receive logs from all Security Gateways, when an active SmartCenter Server
fails over?

A. The remote Gateways must set up SIC with the secondary SmartCenter Server, for logging.
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B. Establish Secure Internal Communications (SIC) between the primary and secondary Servers. The secondary Server
can then receive logs from the Gateways, when the active Server fails over.

C. On the Log Servers screen (from the Logs and Masters tree on the gateway object\\'s General Properties screen),
add the secondary SmartCenter Server object as the additional log server. Reinstall the Security Policy.

D. Create a Check Point host object to represent the standby SmartCenter Server. Then select "Secondary
SmartCenter Server" and Log Server", from the list of Check Point Products on the General properties screen.

E. The secondary Server\\'s host name and IP address must be added to the Masters file, on the remote Gateways.

Correct Answer: C
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