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QUESTION 1

Aaron is a Cyber Security Engineer working for Global Law Firm with large scale deployment of Check Point Enterprise
Appliances using GAIA/R80.10. Company\\'s Network Security Developer Team is having issue testing new API with
newly deployed R80.10 Security Management Server and blames Check Point Security Management Server as root
cause. The ticket has been created and issue is at Aaron\\'s desk for an investigation. What do you recommend as the
best suggestion for Aaron to make sure API testing works as expected?

A. Aaron should check API Server status from expert CLI by "fwm api status" and if it\'s stopped he should start using
command "fwm api start" on Security Management Server.

B. Aaron should check API Server5 status from expert CLI by "cpapi status" and if it\\'s stopped he should start using
command "cpapi start" on Security Management Server.

C. Aaron should check API Server status from expert CLI by "api status" and if it\\'s stopped he should start using
command "api start" on Security Management Server.

D. Aaron should check API Server status from expert CLI by "cpm api status” and if it\\'s stopped he should start using
command "cpm api start" on Security Management Server.

Correct Answer: C

QUESTION 2

You are responsible for the configuration of MegaCorp\\'s Check Point Firewall. You need to allow two NAT rules to
match a connection. Is it possible? Give the BEST answer.

A. No, it is not possible to have more than one NAT rule matching a connection. When the firewall receives a packet
belonging to a connection, it compares it against the first rule in the Rule Base, then the second rule, and so on. When it
finds a rule that matches, it stops checking and applies that rule.

B. Yes, it is possible to have two NAT rules which match a connection, but only in using Manual NAT (bidirectional
NAT).

C. Yes, there are always as many active NAT rules as there are connections.

D. Yes, it is possible to have two NAT rules which match a connection, but only when using Automatic NAT
(bidirectional NAT).

Correct Answer: D

QUESTION 3

How would you deploy TE250X Check Point appliance just for email traffic and in-line mode without a Check Point
Security Gateway?

A. Install appliance TE250X on SpanPort on LAN switch in MTA mode
B. Install appliance TE250X in standalone mode and setup MTA

C. You can utilize only Check Point Cloud Services for this scenario
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D. It is not possible, always Check Point SGW is needed to forward emails to SandBlast appliance

Correct Answer: C

QUESTION 4

In order to get info about assignment (FW, SND) of all CPUs in your SGW, what is the most accurate CLI command?
A. fw ctl sdstat

B. fw ctl affinity -l -a -r -v

C. fw ctl multik stat

D. cpinfo

Correct Answer: B

QUESTION 5

Match the VPN-related terms with their definitions. Each correct term is only used once. Exhibit:

Term Definition

A. VPN Community . Clusters grouped in a star ne:work configuration

B. VPN Domain . Traffic routed to VPN tunnel based on route tzble entries.

C. Domain Based VPN . Hosts behind the Gateway.

o [ Lo | [t | e

D. Route Based VPN . Collection of VPN tunnels.

Ln

. Traffic routed to VPN tunnel based on object definitions

A. A-3,B-4, C-1, D-5
B. A-4, B-3, C-5, D-2
C.A-2,B-5,C-4,D-1
D. A-3,B-2,C-1,D-4

Correct Answer: B
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