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QUESTION 1

You have just deployed an application that uses hash-based checksums to monitor changes in the configuration scripts
of a database server that is accessible via the Internet. Which of the following is a primary concern for this solution? 

A. The extra hard disk space required to store the database of checksums 

B. The amount of memory remaining now that the checksum-based application is running 

C. The possibility of a bufferoverflow attack leading to a security breach 

D. The security of the checksum database on a read-only media format 

Correct Answer: D 

 

QUESTION 2

Requests for Web-based resources have become unacceptably slow. You have been assigned to implement a solution
that helps solve this problem. Which of the following would you recommend? 

A. Enablestateful multi-layer inspection on the packet filter 

B. Implement caching on the network proxy server 

C. Enable authentication on the network proxy server 

D. Implement a screening router on the network DMZ 

Correct Answer: B 

 

QUESTION 3

You have discovered that the ls, su and ps commands no longer function as expected. They do not return information in
a manner similar to any other Linux system. Also, the implementation of Tripwire you have installed on this server is
returning new hash values. Which of the following has most likely occurred? 

A. Atrojan has attacked the system. 

B. A SQL injection attack has occurred. 

C. A spyware application has been installed. D. A root kit has been installed on the system. 

Correct Answer: 

 

QUESTION 4

Which of the following is the most likely first step to enable a server to recover from a denial-of- service attack in which
all hard disk data is lost? 
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A. Enable virtualization 

B. Contact the backup service 

C. Contact a disk recovery service 

D. Rebuild your RAID 0 array 

Correct Answer: B 

 

QUESTION 5

You have been asked to encrypt a large file using a secure encryption algorithm so you can send it via email to your
supervisor. Encryption speed is important. The key will not be transmitted across a network. Which form of encryption
should you use? 

A. Asymmetric 

B. PGP 

C. Hash 

D. Symmetric 

Correct Answer: D 
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