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QUESTION 1

Consider the following series of commands from a Linux system: iptables -A input -p icmp -s 0/0 ? 0/0 -j REJECT Which
explanation best describes the impact of the resulting firewall ruleset?

A. Individuals on remote networks will no longer be able to use SSH to control internal network resources.
B. Internal hosts will not be able to ping each other using ICMP.

C. Stateful multi-layer inspection has been enabled.

D. Individuals on remote networks will not be able to use ping to troubleshoot connections.

Correct Answer: D

QUESTION 2

A new server has been placed on the network. You have been assigned to protect this server using a packet-filtering
firewall. To comply with this request, you have enabled the following ruleset:

Rule Action |SRC IP DSTIP SRC |DST |Protocol
Number Port Port

1 Allow 192.168.10.0/24 |* 110 >1023 |TCP
2 Allow |* 192.168.10.024 [<1023 |110 TCP
3 Allow 192.168.10.0/24 <1023 |<1023 |TCP
4 Allow |* 192.168.10.024 (<1023 |<1023 |[TCP

Which choice describes the next step to take now that this ruleset has been enabled?

A. From the internal network, use your Web browser to determine whether all internal users can access the Web
server.

B. From the internal network, use your e-mail client to determine whether all internal users can access the e-mail
server.

C. From the external network, use your Web browser to determine whether all external users can access the Web
server.

D. From the external network, use your e-mail client to determine whether all external users can access the e-mail
server.

Correct Answer: D

QUESTION 3

Which of the following is the most likely first step to enable a server to recover from a denial-of- service attack in which
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all hard disk data is lost?

A. Enable virtualization

B. Contact the backup service

C. Contact a disk recovery service
D. Rebuild your RAID 0 array

Correct Answer: B

QUESTION 4

Which of the following is most likely to pose a security threat to a Web server?
A. CGI scripts

B. Database connections

C. Flash or Silverlight animation files

D. LDAP servers

Correct Answer: A

QUESTION 5

A distributed denial-of-service (DDOS) attack has occurred where both ICMP and TCP packets have crashed the
company\\'s Web server. Which of the following techniques will best help reduce the severity of this attack?

A. Filtering traffic at the firewall

B. Changing your ISP

C. Installing Apache Server rather than Microsoft IS

D. Placing the database and the Web server on separate systems

Correct Answer: A
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