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QUESTION 1

Which of the following is most likely to pose a security threat to a Web server? 

A. CGI scripts 

B. Database connections 

C. Flash or Silverlight animation files 

D. LDAP servers 

Correct Answer: A 

 

QUESTION 2

Which of the following will best help you ensure a database server can withstand a recently discovered vulnerability? 

A. Updating the company vulnerability scanner and conducting a new scan 

B. Adding a buffer overflow rule to the intrusion detection system 

C. Reconfiguring the firewall 

D. Installing a system update 

Correct Answer: D 

 

QUESTION 3

Which of the following is most likely to address a problem with an operating system\\'s ability to withstand an attack that
attempts to exploit a buffer overflow? 

A. Firewall 

B. Software update 

C. Intrusion detection system 

D. Network scanner 

Correct Answer: B 

 

QUESTION 4

Which of the following is considered to be the most secure default firewall policy, yet usually causes the most work from
an administrative perspective? 

A. Configuring the firewall to respond automatically to threats 
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B. Blocking all access by default, then allowing only necessary connections 

C. Configuring the firewall to coordinate with the intrusion-detection system 

D. Allowing all access by default, then blocking only suspect network connections 

Correct Answer: B 

 

QUESTION 5

Irina has contracted with a company to provide Web design consulting services. The company has asked her to use
several large files available via an HTTP server. The IT department has provided Irina with user name and password, as
well as the DNS name of the HTTP server. She then used this information to obtain the files she needs to complete her
task using Mozilla Firefox. Which of the following is a primary risk factor when authenticating with a standard HTTP
server? 

A. HTTP usescleartext transmission during authentication, which can lead to a man-in-the- middle attack. 

B. Irina has used the wrong application for this protocol, thus increasing the likelihood of a man-in- the-middle attack. 

C. A standard HTTP connection uses public-key encryption that is not sufficiently strong, inviting the possibility of a man-
in-the-middle attack. 

D. Irina has accessed the Web server using a non-standard Web browser. 

Correct Answer: A 
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