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QUESTION 1

You have been asked to encrypt a large file using a secure encryption algorithm so you can send it via email to your
supervisor. Encryption speed is important. The key will not be transmitted across a network. Which form of encryption
should you use?

A. Asymmetric

B. PGP

C. Hash

D. Symmetric

Correct Answer: D

QUESTION 2

What is the primary strength of symmetric-key encryption?

A. It allows easy and secure exchange of the secret key.

B. It creates aash?of a text, enabling data integrity.It creates a ?ash?of a text, enabling data integrity.
C. It can encrypt large amounts of data very quickly.

D. It provides non-repudiation services more efficiently than asymmetric-key encryption.

Correct Answer: C

QUESTION 3

Your organization has made a particularly unpopular policy decision. Your supervisor fears that a series of attacks may
occur as a result. You have been assigned to increase automated auditing on a server. When fulfilling this request,
which of the following resources should you audit the most aggressively?

A. Authentication databases, including directory servers

B. Intrusion detection systems, especially those placed on sensitive networks

C. Log files on firewall systems

D. Firewall settings for desktop systems

Correct Answer: A

QUESTION 4

Which of the following is most likely to address a problem with an operating system\\'s ability to withstand an attack that
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attempts to exploit a buffer overflow?
A. Firewall

B. Software update

C. Intrusion detection system

D. Network scanner

Correct Answer: B

QUESTION 5

Which of the following is a primary auditing activity?
A. Encrypting data files

B. Changing login accounts

C. Checking log files

D. Configuring the firewall

Correct Answer: C
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