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QUESTION 1

What is the primary strength of symmetric-key encryption? 

A. It allows easy and secure exchange of the secret key. 

B. It creates aash?of a text, enabling data integrity.It creates a ?ash?of a text, enabling data integrity. 

C. It can encrypt large amounts of data very quickly. 

D. It provides non-repudiation services more efficiently than asymmetric-key encryption. 

Correct Answer: C 

 

QUESTION 2

Which of the following applications can help determine whether a denial-of-service attack is occurring against a network
host? 

A. Thenetstat command and a packet sniffer 

B. Theps command and a network scanner 

C. The ping command and User Manager 

D. Theiptables command and Windows desktop firewall 

Correct Answer: A 

 

QUESTION 3

Consider the following image of a packet capture: This packet capture has recorded two types of attacks. Which choice
lists both attack types? 
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A. A dictionary attack and a worm-basedattackA.A dictionary attack and a worm-based attack 

B. Asyn flood attack and a spoofing attackB.A syn flood attack and a spoofing attack 

C. A worm attack and abotnet attack C.A worm attack and a botnet attack 

D. A SQL injection attack and a virusattackD.A SQL injection attack and a virus attack 

Correct Answer: B 

 

QUESTION 4

You are using a PKI solution that is based on Secure Sockets Layer (SSL). Which of the following describes the function
of the asymmetric-key-encryption algorithm used? 

A. It encrypts the symmetric key. 

B. It encrypts all of the data. 

C. It encrypts the hash code used for data integrity. 

D. It encrypts the X.509 key. 

Correct Answer: A 
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QUESTION 5

Which algorithm can use a 128-bit key, and has been adopted as a standard by various governments and
corporations? 

A. MARS 

B. RC2 

C. Advanced Encryption Standard (AES) 

D. International Data Encryption Algorithm (IDEA) 

Correct Answer: C 
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