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QUESTION 1

Which of the following is the most likely first step to enable a server to recover from a denial-of- service attack in which
all hard disk data is lost? 

A. Enable virtualization 

B. Contact the backup service 

C. Contact a disk recovery service 

D. Rebuild your RAID 0 array 

Correct Answer: B 

 

QUESTION 2

Your organization has made a particularly unpopular policy decision. Your supervisor fears that a series of attacks may
occur as a result. You have been assigned to increase automated auditing on a server. When fulfilling this request,
which of the following resources should you audit the most aggressively? 

A. Authentication databases, including directory servers 

B. Intrusion detection systems, especially those placed on sensitive networks 

C. Log files on firewall systems 

D. Firewall settings for desktop systems 

Correct Answer: A 

 

QUESTION 3

What is the primary strength of symmetric-key encryption? 

A. It allows easy and secure exchange of the secret key. 

B. It creates aash?of a text, enabling data integrity.It creates a ?ash?of a text, enabling data integrity. 

C. It can encrypt large amounts of data very quickly. 

D. It provides non-repudiation services more efficiently than asymmetric-key encryption. 

Correct Answer: C 

 

QUESTION 4

Which tool is best suited for identifying applications and code on a Web server that can lead to a SQL injection attack? 
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A. A vulnerability scanner 

B. A packet sniffer 

C. An intrusion-detection system 

D. A network switch 

Correct Answer: A 

 

QUESTION 5

You want to create a certificate for use in a Secure Sockets Layer (SSL) session. Which of the following is responsible
for verifying the identity of an individual and also issuing the certificate? 

A. Kerberos server 

B. Certificate authority 

C. Certificate revocation entity 

D. Certificate repository 

Correct Answer: B 
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