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QUESTION 1

You are creating an information security policy for your company. Which of the following activities will help you focus on
creating policies for the most important resources? 

A. Auditing the firewall 

B. Implementing non-repudiation 

C. Logging users 

D. Classifying systems 

Correct Answer: D 

 

QUESTION 2

You want to create a quick solution that allows you to obtain real-time login information for the administrative account on
an LDAP server that you feel may become a target. Which of the following will accomplish this goal? 

A. Reinstall the LDAP service on the server so that it is updated and more secure. 

B. Install an application that creates checksums of the contents on the hard disk. 

C. Create a login script for the administrative account that records logins to a separate server. 

D. Create a dummy administrator account on the system so that a potential hacker is distracted from the 

real login account. 

Correct Answer: C 

 

QUESTION 3

Requests for Web-based resources have become unacceptably slow. You have been assigned to implement a solution
that helps solve this problem. Which of the following would you recommend? 

A. Enablestateful multi-layer inspection on the packet filter 

B. Implement caching on the network proxy server 

C. Enable authentication on the network proxy server 

D. Implement a screening router on the network DMZ 

Correct Answer: B 

 

QUESTION 4
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A security breach has occurred involving the company e-commerce server. Customer credit card data has been
released to unauthorized third parties. Which of the following lists the appropriate parties to inform? 

A. Shareholders, law enforcement agencies and company employees 

B. Affected customers, credit card companies and law enforcement agencies 

C. The Internet Service Provider, ICANN and company shareholders 

D. External securityconsultants, company board members and affected customers 

Correct Answer: B 

 

QUESTION 5

Your organization has made a particularly unpopular policy decision. Your supervisor fears that a series of attacks may
occur as a result. You have been assigned to increase automated auditing on a server. When fulfilling this request,
which of the following resources should you audit the most aggressively? 

A. Authentication databases, including directory servers 

B. Intrusion detection systems, especially those placed on sensitive networks 

C. Log files on firewall systems 

D. Firewall settings for desktop systems 

Correct Answer: A 
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