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QUESTION 1

What is the primary strength of symmetric-key encryption? 

A. It allows easy and secure exchange of the secret key. 

B. It creates aash?of a text, enabling data integrity.It creates a ?ash?of a text, enabling data integrity. 

C. It can encrypt large amounts of data very quickly. 

D. It provides non-repudiation services more efficiently than asymmetric-key encryption. 

Correct Answer: C 

 

QUESTION 2

Which of the following errors most commonly occurs when responding to a security breach? 

A. Shutting down network access using the firewall, rather than the network router 

B. Adhering to the company policy rather than determining actions based on the IT manager\\'s input 

C. Making snap judgments based on emotions, as opposed to company policy 

D. Taking too much time to document the attack 

Correct Answer: C 

 

QUESTION 3

You are creating an information security policy for your company. Which of the following activities will help you focus on
creating policies for the most important resources? 

A. Auditing the firewall 

B. Implementing non-repudiation 

C. Logging users 

D. Classifying systems 

Correct Answer: D 

 

QUESTION 4

Which of the following is a primary weakness of asymmetric-key encryption? 

A. It is slow because it requires extensive calculations by the computer. B. It can lead to the corruption of encrypted data
during network transfer. 
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B. It is reliant on the Secure Sockets Layer (SSL) standard, which has been compromised. 

C. It is difficult to transfer any portion of an asymmetric key securely. 

Correct Answer: A 

 

QUESTION 5

A new server has been placed on the network. You have been assigned to protect this server using a packet-filtering
firewall. To comply with this request, you have enabled the following ruleset: 

Which choice describes the next step to take now that this ruleset has been enabled? 

A. From the internal network, use your Web browser to determine whether all internal users can access the Web
server. 

B. From the internal network, use your e-mail client to determine whether all internal users can access the e-mail
server. 

C. From the external network, use your Web browser to determine whether all external users can access the Web
server. 

D. From the external network, use your e-mail client to determine whether all external users can access the e-mail
server. 

Correct Answer: D 
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