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QUESTION 1

Which of the following is a primary auditing activity? 

A. Encrypting data files 

B. Changing login accounts 

C. Checking log files 

D. Configuring the firewall 

Correct Answer: C 

 

QUESTION 2

Which of the following is a typical target of a trojan on a Linux system? 

A. Kernel modules 

B. Shared libraries 

C. Boot sector files 

D. System32 DLL files 

Correct Answer: A 

 

QUESTION 3

You have been assigned to provide security measures for your office\\'s reception area. Although the company needs to
provide security measures, costs must be kept to a minimum. Which of the following tools is the most appropriate
choice? 

A. Firewall 

B. Intrusion-detection system 

C. Camera 

D. Security guard 

Correct Answer: C 

 

QUESTION 4

Which of the following details should be included in documentation of an attack? 

A. An overview of the security policy and suggestions for the next response plan 
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B. Estimates of how much the attack cost the company, and a list of the applications used by the attacker 

C. The time and date of the attack, and the names of employees who were contacted during the response 

D. The network resources involved in the attack, and recommendations for thwarting future attacks 

Correct Answer: C 

 

QUESTION 5

Consider the following diagram: 

Which of the following best describes the protocol activity shown in the diagram, along with the most likely potential
threat that accompanies this protocol? 

A. The ICMP Time Exceeded message, with the threat of a denial-of-service attack 

B. The SIP three-way handshake, with the threat of a buffer overflow 

C. The TCP three-way handshake, with the threat of a man-in-the-middle attack 

D. The DNS name query, with the threat of cache poisoning 

Correct Answer: C 
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