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QUESTION 1

Which of the following describes the practice of stateful multi-layer inspection?
A. Using a VLAN on a firewall to enable masquerading of private IP addresses
B. Prioritizing voice and video data to reduce congestion

C. Inspecting packets in all layers of the OSI/RM with a packet filter

D. Using Quality of Service (QoS) on a proxy-oriented firewall

Correct Answer: C

QUESTION 2

Requests for Web-based resources have become unacceptably slow. You have been assigned to implement a solution
that helps solve this problem. Which of the following would you recommend?

A. Enablestateful multi-layer inspection on the packet filter
B. Implement caching on the network proxy server

C. Enable authentication on the network proxy server

D. Implement a screening router on the network DMZ

Correct Answer: B

QUESTION 3

Consider the following series of commands from a Linux system: iptables -A input -p icmp -s 0/0 ? 0/0 -j REJECT Which
explanation best describes the impact of the resulting firewall ruleset?

A. Individuals on remote networks will no longer be able to use SSH to control internal network resources.
B. Internal hosts will not be able to ping each other using ICMP.

C. Stateful multi-layer inspection has been enabled.

D. Individuals on remote networks will not be able to use ping to troubleshoot connections.

Correct Answer: D

QUESTION 4
A new video conferencing device has been installed on the network. You have been assigned to troubleshoot a

connectivity problem between remote workers and the central company. Specifically, remote workers are having
problems making any connection at all. Which technique will most likely help you solve this problem while retaining the
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existing level of security at the firewall?

A. Deny all use of UDP above Port 1024.

B. Configure the firewall to provide VPN access.

C. Configure a second network connection directly to the video conferencing device.
D. Allow all use of UDP below Port 1024.

Correct Answer: B

QUESTION 5

Which of the following applications can help determine whether a denial-of-service attack is occurring against a network
host?

A. Thenetstat command and a packet sniffer

B. Theps command and a network scanner

C. The ping command and User Manager

D. Theiptables command and Windows desktop firewall

Correct Answer: A
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