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QUESTION 1

On your Windows laptop, you store all your vacation photos and your entire digital music library. Concerned about data
loss, you perform frequent backups. Your laptop has recently been stolen and you need to restore your files to a
desktop computer. Which Windows tool would you use to recover and set up the saved copies of your files onto your
desktop computer?

A. Backup and Restore

B. Backup Recovery

C. System Recovery

D. System Restore

Correct Answer: A

QUESTION 2

Wireless networks are subject to more security issues than standard wired networks. Which wireless security protocol
can prevent unauthorized devices from connecting to the wireless network?

A. WPA2
B. RSA
C. AES
D. DES

Correct Answer: A

QUESTION 3

Selena has decided to change a 32-character unique wireless network name on her wireless router to improve network
security after a break-in. She is following advice from CERT to make this change in order to avoid attacks from botnets.
Which of the following settings would she modify?

A. Direct Sequence Spread Spectrum (DSSS) signal

B. Media Access Control (MAC) address

C. Wi-Fi Protected Access 2 (WPA2)

D. Service Set Identifier (SSID)

Correct Answer: D

QUESTION 4
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Which of the following is a security threat commonly associated with cloud-based services?
A. Malware

B. Phishing

C. Hypervisor vulnerabilities

D. Operating system vulnerabilities

Correct Answer: C

QUESTION 5

Security attacks can vary greatly. Which type of attack is characterized as an attempt to trick an individual into revealing
confidential or private information?

A. Trojan

B. Spoofing

C. Man in the middle
D. Social engineering

Correct Answer: D
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