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QUESTION 1

When using VMware Carbon Black Live Response, what command will show all active processes? 

A. dir 

B. list 

C. ls 

D. ps 

Correct Answer: B 

 

 

QUESTION 2

DRAG DROP 

Drag and drop the Cyber Kill events on the left into their proper sequential order on the right. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 3

Which three are industry best practices of Zero Trust framework? (Choose three.) 

A. Employee machines need to have a passcode profile setup 

B. Employee machines on Internal network are trusted and have access to all internal resources 

C. Employee machines are checked for compliance before they get access to applications 

D. Employees are not required to provide MFA to access internal resources over VPN 

E. Employees get access to only the required resources to get their job done 

Correct Answer: ACE 

 

 

QUESTION 4
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Which attack technique probes the environment for openings on devices or the firewall? 

A. Port Scan 

B. Denial of Service 

C. Living off the Land 

D. Phishing 

Correct Answer: A 

 

 

QUESTION 5

Which two are true about a VMware Service-defined Firewall? (Choose two.) 

A. A firewall that allows you to use 3rd party features like IDS/IPS, threat protection, anti-bot, and anti-virus solutions 

B. A firewall that blocks external access into your internal network based on IP services 

C. A firewall that enforces policy for North-South traffic 

D. A firewall that is auto scalable as new workloads are deployed 

E. A firewall that provides East-West protection between internal applications 

Correct Answer: AE 

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/vmware-nsx-service-defined-
firewall.pdf 
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