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QUESTION 1

Which two components are hosted in Citrix Cloud when using Workspace Environment Management (WEM) service?
(Choose two.) 

A. Microsoft SQL Server database 

B. Active Directory Infrastructure 

C. WEM Infrastructure Service 

D. All machines with WEM Agent installed 

Correct Answer: AC 

Reference: https://docs.citrix.com/en-us/workspace-environment-management/service.html 

 

QUESTION 2

Which two actions should a Citrix Engineer take when upgrading a Workspace Environment Management (WEM)
environment? (Choose two.) 

A. Ensure that a valid database backup is created before launching the upgrade process 

B. Leave the WEM database in the Always On availability group 

C. Run the database upgrade utility under an identity that has sysadmin permissions 

D. Specify the SQL Server SA credentials during the upgrade wizard 

E. Run the WEM database management utility on all the WEM brokers 

Correct Answer: AC 

Reference: https://docs.citrix.com/en-us/workspace-environment-management/current-release/ upgrade.html (note) 

 

QUESTION 3

Which three pre-requisites should a Citrix Engineer take into consideration when configuring Smart Card authentication
in the Citrix Virtual Apps and Desktops environment? (Choose three.) 

A. Install the vendor\\'s Smart Card middleware on the virtual or physical machines running the Virtual Delivery Agent
(VDA) that provide user\\'s desktops and applications. 

B. Enable pass-through with Smart Card authentication to ensure Smart Card readers type, middleware type and
configuration, and middleware PIN caching policy permit this. 

C. Enable a two-way trust relationship with the StoreFront server and the domain. 

D. Ensure that the public-key infrastructure (PKI) is configured appropriately. 
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E. Ensure that Domain Passthrough authentication for the Store is on the StoreFront server. 

Correct Answer: ADE 

Reference: https://docs.citrix.com/en-us/storefront/current-release/configure-authentication-anddelegation/configure-
smart-card.html#prerequisites 

 

QUESTION 4

Which two components should be managed by the customer as per Citrix recommendations, in order to move an
existing on-premises Citrix Virtual Apps and Desktops environment to Citrix Cloud? (Choose two.) 

A. Citrix ADC/Gateway 

B. Cloud Connector 

C. VDA Machines 

D. SQL Servers 

Correct Answer: AB 

 

Reference: https://docs.citrix.com/en-us/tech-zone/build/deployment-guides/azure-citrixmigration.html#migrate-to-citrix-
virtual-apps-and-desktops-service 

 

QUESTION 5

Scenario: A Citrix Engineer is working on ICA policies to restrict sharing of client clipboard data to user sessions.
However, the engineer wants to allow some specific formats to be shared. 

Which two policies should the engineer configure to allow this? (Choose two.) 

A. Client clipboard write allowed formats 

B. Restrict session clipboard write 

C. Restrict client clipboard write 

D. Session clipboard write allowed formats 

Correct Answer: AC 

Reference: https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/policies/reference/ica-policysettings.html 
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