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QUESTION 1

A Citrix Engineer has configured SQL Injection security check to block all special characters. 

Which two requests will be blocked after enabling this check? (Choose two.) 

A. Citrix; Sqltest 

B. 175// OR 1//=1// 

C. Citrix" OR "1"="1 

D. Citrix OR 1=1 

E. 175\\' OR `1\\'= `1\\' 

Correct Answer: AB 

 

QUESTION 2

A Citrix Engineer observes that after enabling the security checks in Learning mode only in an Application Firewall
profile, the NetScaler is blocking the non-RFC compliant HTTP packets. 

What can the engineer modify in the configuration to resolve this issue? 

A. Disable Drop Invalid Requests in the HTTP Profile settings. 

B. Set Default profile in application firewall settings as APPFW_BYPASS. 

C. Set Undefined Action in application firewall settings as APPFW_BYPASS. 

D. Enable Drop Invalid Requests in the HTTP Profile settings. 

Correct Answer: B 

 

QUESTION 3

Scenario: A Citrix Engineer has configured a NetScaler Management Analytics System (NMAS) policy mandating that
all certificates must have minimum key strengths of 2048 bits and must be authorized by trusted CA/Issuers. 

How does NMAS alert the engineer about non-compliance? 

A. NMAS highlights any non-compliance with the `Non-Recommended\\' tag. 

B. NMAS disables any non-compliant policies. 

C. NMAS does NOT alert the engineer. 

D. NMAS disables any non-compliant certificates. 

Correct Answer: A 
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QUESTION 4

A Citrix Engineer needs to implement Application Firewall to prevent the following tampering and 

vulnerabilities: 

-If web server does NOT send a field to the user, the check should NOT allow the user to add that field and 

return data in the field. 

-If a field is a read-only or hidden field, the check verifies that data has NOT changed. 

-If a field is a list box or radio button field, the check verifies that data in the response corresponds to one 

of the values in that field. 

Which security check can the engineer enable to meet this requirement? 

A. Field Formats 

B. Form Field Consistency 

C. HTML Cross-Site Scripting 

D. CSRF Form Tagging 

Correct Answer: B 

 

 

QUESTION 5

What can a Citrix Engineer use in NetScaler Management and Analytics System (NMAS) to troubleshoot an issue in
which users report long response times when accessing a virtual desktop? 

A. Web Insight 

B. WAN Insight 

C. HDX Insight 

D. Gateway Insight 

Correct Answer: A 
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