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QUESTION 1

Scenario: A hacker accessed the HTML code from a product page and manipulated the HTML code as
shown:

Original Value:

Manipulated Value:

Which security check can the engineer configure to counter the manipulation?

A. Content-type

B. Field Formats

C. Form Field consistency

D. HTML Cross-Site Scripting

Correct Answer: C

QUESTION 2

A Citrix Engineer observes that when the application firewall policy is bound to the virtual server, some of the webpages
are NOT loading correctly.

Which log file can the engineer use to view the application firewall-related logs in the native format?
A. Ivar/log/iprep.log

B. /var/nslog/newnslog

C. /var/nslog/ns.log

D. /var/log/ns.log

Correct Answer: D

QUESTION 3

Scenario: A Citrix Engineer has enabled Security insight and Web insight on NetScaler Management and Analytics
System (NMAS). The engineer is NOT able to see data under the Analytics on NMAS, in spite of

seeing hits on the APPFLOW policy.
Which log should the engineer check on NMAS to ensure that the information is sent from NetScaler?

A. mps_afanalytics.log
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B. mps_perf.log
C. mps_afdecoder.log
D. nstriton.log

Correct Answer: C

QUESTION 4

A Citrix Engineer needs to configure Relaxation Rules using the learned data for SQL Injection.
Which setting can the engineer enable in order to avoid false-positive learned rules?

A. Increase database size for Learned data.

B. Decrease Minthreshold value to Default in Learning settings.

C. Increase Minthreshold value in Learning settings.

D. Remove all unreviewed data from Learning settings.

Correct Answer: D

QUESTION 5

A company has experienced an outage of their mission-critical website. Upon investigation, the Citrix Engineer
determines that the following command was executed on the website:

DROP TABLE table_name

Which security check would have prevented this issue?
A. HTML SQL Injection

B. Form Field Consistency

C. HTML Cross-Site Scripting

D. Field Formats

Correct Answer: A
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