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QUESTION 1

What can a Citrix Engineer do to aggregate Citrix Web App Firewall log messages to a central location? 

A. Enable AppFlow and forward AppFlow records to a Citrix Application Delivery Management (ADM) server. 

B. Modifythe CitrixWeb App Firewall settings. 

C. Create a Citrix Web App Firewall Audit policy. 

D. Create a Responder action and policy, and bind it to the virtual server. 

Correct Answer: C 

 

QUESTION 2

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates
the authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form
using Notepad++ to format the page which will capture the user\\'s credentials. 

What is the first step the engineer must perform to assign this form to the authentication process? 

A. Create a login schema policy and bind it to the authentication virtual server. 

B. Bind the authentication policy to the primary authentication bank of the Citrix Gateway 

C. Create a login schema profile and select the uploaded file. 

D. Create an authentication policy label and bind it to an authentication policy. 

Correct Answer: B 

 

QUESTION 3

Which Citrix Web App Firewall profile setting can a Citrix Engineer implement to remove non-essential content from web
files to improve response time? 

A. Strip HTML Comments 

B. Exclude Uploaded Files from Security Checks 

C. Enable Form Tagging 

D. Exempt Closure URLs from Security Checks 

Correct Answer: A 

 

QUESTION 4
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A manager for a hospital billing system wants to display the last four digits of a credit card number when printing
invoices. 

Which credit card security action does this? 

A. X-Out 

B. Log 

C. Transform 

D. Block 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/application- firewall/dataleak-prevention/ creditcard-
check.html 

 

QUESTION 5

Which protection can a Citrix Engineer implement to prevent a hacker from extracting a customer list from the company
website? 

A. Cross-Site Request Forgeries (CSRF) 

B. Form Field Consistency 

C. HTML Cross-Site Scripting (XSS) 

D. HTML SQL Injection 

Correct Answer: D 
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