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QUESTION 1

Security Testing Policy describes when and how you may conduct certain types of security testing of Oracle Cloud
Services, including vulnerability and penetration tests, as well as tests involving data scraping tools.

What does Oracle allow as part of this testing? (Choose the best answer.)

A. Customers are allowed to use their own testing and monitoring tools.

B. Customers can simulate DoS attack scenarios as long as it\\'s restricted to the customer\\'s own environment.
C. Customers can validate that their network resources are isolated from other customer resources.

D. Customers are allowed to test Oracle Cloud Infrastructure (OCI) hardware related to resources in their tenancy.
Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security _testing-policy.htm

QUESTION 2

You have created an Autonomous Data Warehouse (ADW) service in your company\\'s Oracle Cloud Infrastructure
(OCI) tenancy and you now have to load historical data into it. You have already extracted this historical data from
multiple data marts and data warehouses. This data is stored in multiple CSV text files and these files are ranging in
size from 25 MB to 20 GB.

Which is the most efficient and error tolerant method for loading data into ADW? (Choose the best answer.)

A. Create Auth token, use it to create an object storage credential by executing
DBMS_CLOUD.CREATE_CREDENTIAL, using the web console upload the CSV files to an OCI object storage bucket,
create the tables in the ADW database and then execute DBMS_CLOUD.COPY_DATA for each CSV file to copy the
contents into the corresponding ADW database table.

B. Create the tables in the ADW database and then execute SQL*Loader for each CSV file to load the contents into the
corresponding ADW database table.

C. Create Auth token, use it to create an object storage credential by executing
DBMS_CLOUD.CREATE_CREDENTIAL, using OCI CLI upload the CSV files to an OCI object storage bucket, create
the tables in the ADW database and then execute Data Pump Import for each CSV file to copy the contents into the
corresponding ADW database table.

D. Create Auth token, use it to create an object storage credential by executing
DBMS_CLOUD.CREATE_CREDENTIAL, using OCI CLI upload the CSV files to an OCI object storage bucket, create
the tables in the ADW database and then execute DBMS_CLOUD.COPY_DATA for each CSV file to copy the contents
into the corresponding ADW database table.

Correct Answer: D

QUESTION 3
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Your company recently adopted a hybrid cloud architecture which requires them to migrate some of their on-premises
web applications to Oracle Cloud Infrastructure (OCI). You created a Terraform template which automatically provisions
OCI resources such as compute instances, load balancer, and a database instance. After running the stack using the
terraform apply command, it successfully launched the compute instances and the load balancer, but it failed to create a
new database instance with the following error:

Service error: NotAuthorizedOrNotFound. shape VM.Standard2.4 not found. http status code: 404

You discovered that the resource quotas assigned to your compartment prevent you from using VM.Standard2.4
instance shapes available in your tenancy. You edit the Terraform script and replace the shape with VM.Standard2.2

Which option would you recommend to re-run the terraform command to have required OCI resources provisioned with
the least effort? (Choose the best answer.)

A. terraform plan —target=oci_database_db_system.db_system

B. terraform apply —auto-approve

C. terraform refresh —target=oci_database_db_system.db_system
D. terraform apply —target=oci_database_db_system.db_system

Correct Answer: D

QUESTION 4

You have a Linux compute instance located in a public subnet in a VCN which hosts a web application. The security list
attached to subnet containing the compute instance has the following stateful ingress rule.

_! | Stateless + | Source | IP Pratocol | Source Port Range | Destination Port Range
1 No 0.0.0.0/0 TCP Al 22

The Route table attached to the Public subnet is shown below. You can establish an SSH connection into the compute
instance from the internet. However, you are not able to connect to the web server using your web browser.

(] | Destination a | Target Type
(1 0.00.0/0 Internet Gateway

Which step will resolve the issue? (Choose the best answer.)

A. In the route table, add a rule for your default traffic to be routed to NAT gateway.
B. In the security list, add an ingress rule for port 80 (http).

C. In the security list, remove the ssh rule.

D. In the route table, add a rule for your default traffic to be routed to service gateway.
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Correct Answer: D

QUESTION 5

You have been asked to set up connectivity between a client\\'s on-premises network and Oracle Cloud
Infrastructure (OCI). The requirements are:

Low latency: The applications are financial and require low latency connectivity into OCI.

Consistency: The application isn\\'t tolerant of performance variation.

Performance: The communications link needs to support up to 1.25 Gbps.

Encryption: The communications link needs to encrypt any data in transit between the on-premises
network and OCI Virtual Cloud Network (VCN).

The client wants to implement the above with as low a cost as possible, while meeting all of the
requirements. What should you suggest? (Choose the best answer.)

A. Provision FastConnect with a single private virtual circuit, and run an IPsec VPN tunnel over the top of this virtual
circuit.

B. Provision FastConnect with a single public virtual circuit.

C. Provision a site-to-site IPsec VPN between your on-premises network and your virtual cloud network (VCN) using
VPN Connect.

D. Provision FastConnect with a single private virtual circuit.

E. Provision FastConnect with a single public virtual circuit, and run an IPsec VPN tunnel over the top of this virtual
circuit.

Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/fastconnectoverview.htm
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