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QUESTION 1

You have a 750 MIB file in an Oracle Cloud Infrastructure (OCI) Object Storage bucket. You want to download the file in
multiple parts to speed up the download using the OCI CLI. You also want to configure each part size to be 128 MIB. 

Which is the correct OCI CLI command for this operation? (Choose the best answer.) 

A. oci os object get –ns my–namespace –bn my–bucket ––name my–large–object ––multipart–download– threshold 750
––parallel–download–count 128 

B. oci os object download –ns my–namespace –bn my–bucket ––name my–large–object ––multipart–
download–threshold 750 ––parallel–download–count 128 

C. oci os object download –ns my–namespace –bn my–bucket ––name my–large–object ––resume–put
––multipart–download–threshold 500 ––part–size 128 

D. oci os object get –ns my–namespace –bn my–bucket ––name my–large–object ––multipart–download– threshold 500
––part–size 128 

Correct Answer: D 

Reference: https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs/cliusing.htm 

 

QUESTION 2

You are asked to deploy a new application that has been designed to scale horizontally. The business stakeholders
have asked that the application be deployed in us-phoenix-1. 

Normal usage requires 2 OCPUs. You expect to have few spikes during the week, that will require up to 4 OCPUs, and
a major usage uptick at the end of each month that will require 8 OCPUs. 

What is the most cost-effective approach to implement a highly available and scalable solution? (Choose the best
answer.) 

A. Create an instance pool with a VM.Standard2.2 shape instance configuration. Setup the autoscaling configuration to
use 2 availability domains and have a minimum of 2 instances, to handle the weekly spikes, and a maximum of 4
instances. 

B. Create an instance with 1 OCPU shape. Use the Resize Instance action to scale up to a larger shape when more
resources are needed. 

C. Create an instance with 1 OCPU shape. Use a CLI script to clone it when more resources are needed. 

D. Create an instance pool with a VM.Standard2.1 shape instance configuration. Setup the autoscaling configuration to
use 2 availability domains and have a minimum of 2 instances and a maximum of 8 instances. 

Correct Answer: A 

 

 

QUESTION 3
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You have been asked to investigate a potential security risk on your company\\'s Oracle Cloud Infrastructure (OCI)
tenancy. You decide to start by looking through the audit logs for suspicious activity. 

How can you retrieve the audit logs using the OCI Command Line Interface (CLI)? (Choose the best answer.) 

A. oci audit event list –-end-time $end-time –-compartment-id $compartment-id 

B. oci audit event list –-start-time $start-time –-compartment-id $compartment-id 

C. oci audit event list –-start-time $start-time –-end-time $end-time –-compartment-id $compartment-id 

D. oci audit event list –-start-time $start-time –-end-time $end–time –-tenancy-id $tenancy–id 

Correct Answer: C 

 

 

QUESTION 4

You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and
password. You notice that an attacker has tried to use SQL comment “--" to alter the database query, remove the
password check and log in as a user. You decide to prevent any future attacks. 

Which of the following OCI services or features would you choose to safeguard your application? (Choose the best
answer.) 

A. Network Security Group 

B. Data Safe 

C. Web Application Framework (WAF) 

D. Vault 

Correct Answer: D  

 

QUESTION 5

Your deployment platform within Oracle Cloud Infrastructure (OCI) leverages a compute instance with multiple block
volumes attached. There are multiple teams that use the same compute instance and have access to these block
volumes. You want to ensure that no one accidentally deletes any of these block volumes. You have started to construct
the following IAM policy but need to determine which permissions should be used. 

allow group DeploymentUsers to manage volume-family where ANY { request.permission != , request.permission != ,
request.permission != } 

Which permissions can you use in place of in this policy? (Choose the best answer.) 

A. VOLUME_DELETE, VOLUME_ATTACHMENT_DELETE, VOLUME_BACKUP_DELETE 

B. VOLUME_ERASE, VOLUME_ATTACHMENT_ERASE, VOLUME_BACKUP_ERASE 

C. ERASE_VOLUME, ERASE_VOLUME_ATTACHMENT, ERASE_VOLUME_BACKUP 
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D. DELETE_VOLUME, DELETE_VOLUME_ATTACHMENT, DELETE_VOLUME_BACKUP 

Correct Answer: A 
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