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QUESTION 1
You set up a bastion host in your VCN to only allow your IP address (140.19.2.140) to establish SSH connections to
your Compute Instances that are deployed in a private subnet. The Compute Instances have an attached Network

Security Group with a Source Type: Network Security Group (NSG), Source NSG: NSG-050504. To secure the bastion
host, you added the following ingress rules to its Network Security Group:

Type: All TCP
Protocol: TCP
Port Range: 22
Source: 140.19.2.140/32

Type: All TCP
Protocol: TCP
Port Range: 22
Source: N5SG-050504

However, after checking the bastion host logs, you discovered that there are IP addresses other than your own that can
access your bastion host.

What is the root cause of this issue? (Choose the best answer.)

A. The Security List allows access to all IP address which overrides the Network Security Group ingress rules.
B. All compute instances associated with NSG-050504 are also able to connect to the bastion host.

C. The port 22 provides unrestricted access to 140.19.2.140 and to other IP address.

D. A netmask of /32 allows all IP address in the 140.19.2.0 network, other than your IP 140.19.2.140

Correct Answer: B

QUESTION 2

You have been asked to ensure that in-transit communication between an Oracle Cloud Infrastructure (OCI) compute
instance and an on-premises server (192.168.10.10/32) is encrypted. The instances communicate using HTTP. The
OCI Virtual Cloud Network (VCN) is connected to the on-premises network by two separate connections: a Dynamic
IPsec VPN tunnel and a FastConnect virtual circuit. No static configuration has been added.

What solution should you recommend? (Choose the best answer.)

A. The instances will communicate by default over IPsec VPN, which ensures data is encrypted in-transit.

B. Advertise a 192.168.10.10/32 route over the VPN.

C. Advertise a 192.168.10.10/32 router over the FastConnect.
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D. The instances will communicate by default over the FastConnect private virtual circuit, which ensures data is
encrypted in-transit.

Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/transitrouting.htm

QUESTION 3

Security Testing Policy describes when and how you may conduct certain types of security testing of Oracle Cloud
Services, including vulnerability and penetration tests, as well as tests involving data scraping tools.

What does Oracle allow as part of this testing? (Choose the best answer.)

A. Customers are allowed to use their own testing and monitoring tools.

B. Customers can simulate DoS attack scenarios as long as it\\'s restricted to the customer\\'s own environment.
C. Customers can validate that their network resources are isolated from other customer resources.

D. Customers are allowed to test Oracle Cloud Infrastructure (OCI) hardware related to resources in their tenancy.
Correct Answer: D

Reference: https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security _testing-policy.htm

QUESTION 4

You have recently joined a startup company and quickly find that nobody is tracking the amount of money spent on
Oracle Cloud Infrastructure (OCI). Seeing an opportunity to help save money you begin creating a solution to better
track the cost of resources provisioned by each individual on the team.

Which option allows you to identify excessive spend across all resources in your tenancy? (Choose the best answer.)

A. Use the Python SDK to write a custom application that will monitor the Audit log. Look for CREATE events and
configure the application to send you an email each time a new resource is created.

B. Create a tag namespace named BILLING with a Tag Key named CostCenter. Tag each of your resources with this
Tag Key and the correct value.

C. Use the Events Service and create rules that will act when a new Object Storage bucket or Compute Instance has
been created. Have the rule email you each time one of these events occurs.

D. Create a budget for each compartment that will send a notification when monthly spend reaches a predefined
amount.

Correct Answer: D
Reference: https://blogs.oracle.com/cloud-infrastructure/how-to-get-control-of-your-spending-in-oracle

cloud-infrastructure
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QUESTION 5

You have a group pf developers who launch multiple VM.Standard2.2 compute instances every day into the
compartment Dev. As a result, your OCI tenancy quickly hit the service limit for this shape. Other groups can no longer
create new instances using VM.Standard2.2 shape.

Because of this, your company has issued a new mandate that the Dev compartment must include a quota to allow for
use of only 20 VM.Standard2.2 shapes per Availability Domain. Your solution should not affect any other compartment
in the tenancy.

Which quota statement should be used to implement this new requirement? (Choose the best answer.)

A. set compute quota vm-standard2—2count to 10 in compartment dev where request.region = usphoenix-1

B. set compute quota vm-standard2—2—count to 20 in compartment dev

C. zero compute quotas in tenancy set compute quota vm—standard2—2—count to 20 in compartment dev

D. zero compute quotas in tenancy set compute quota vm-standard2—2—count to 20 in tenancy dev

Correct Answer: A
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