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QUESTION 1

Which key feature must be part of a modern Security Operations Center (SOC)? 

A. System access life cycle management 

B. Mobile Device Management along with adaptive access management 

C. Integration with the business through dashboards and reports by the implementation of Big Data and Machine
Learning Techniques 

D. Automation and incident response orchestration 

Correct Answer: C 

 

QUESTION 2

Which is a major concern with regards to Line of Business (LOB) buyers when acquiring cloud services? 

A. Line of Business (LOB) buyers were buying IT services without notifying their security team. 

B. Customers are acquiring services that may not be in compliance with external regulations. 

C. Line of Business (LOB) buyers do not have executive approval to acquire such services. 

D. End users have no visibility over an organization\\'s cloud strategy. 

Correct Answer: C 

 

QUESTION 3

From the Oracle Management Cloud dashboard, you noticed a threat or suspicious browsing activity by a user to
execute a brute force attack against an application. 

Which two remedial actions will happen implicitly to mitigate some risk? (Choose two.) 

A. Multi-factor Authentication (MFA) is imposed 

B. User added to suspicious data access watchlist 

C. Application policy gets created 

D. Host AV update enforced 

Correct Answer: AB 

 

QUESTION 4

You want a user to perform the following administrative tasks in Oracle Identity Cloud Service: 
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customizing the interface, default settings, notifications, and the password policy; 

configuring Multi- Factor Authentication (MFA); 

and managing bridges, identity providers, and trusted partner certificates. 

To which administrator role do you assign this user? 

A. Application administrator 

B. Audit administrator 

C. User administrator 

D. Security administrator 

Correct Answer: D 

 

QUESTION 5

You want to configure Oracle Identity Cloud Service so that any users who use an IP address that comes from a country
where hacking is rampant are prevented from accessing Oracle Identity Cloud Service. 

How would you accomplish this? 

A. Define a network perimeter, assign it to a rule of a sign-on policy, and set the access for the rule to be denied. 

B. Define a network perimeter, assign it to a rule of a sign-on policy, set the access for the rule to be denied, and define
risk-related conditions in the rule associated with the user\\'s location. 

C. Define a network perimeter and assign it to a rule of a sign-on policy. 

D. Define a network perimeter. 

Correct Answer: A 
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