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QUESTION 1

What would you use to make Oracle Cloud Infrastructure Identity and Access Management govern resources in a
tenancy? 

A. Policies 

B. Users 

C. Dynamic groups 

D. Groups 

Correct Answer: A 

POLICY A document that specifies who can access which resources, and how. Access is granted at the group and
compartment level, which means you can write a policy that gives a group a specific type of access within a specific
compartment, or to the tenancy itself. If you give a group access to the tenancy, the group automatically gets the same
type of access to all the compartments inside the tenancy. For more information, see Example Scenario and How
Policies Work. The word "policy" is used by people in different ways: to mean an individual statement written in the
policy language; to mean a collection of statements in a single, named "policy" document (which has an Oracle Cloud ID
(OCID) assigned to it); and to mean the overall body of policies your organization usesto control access to resources. 

https://docs.oracle.com/en-us/iaas/Content/Identity/Concepts/overview.htm 

 

QUESTION 2

You want to create a stateless rule forSSH in security list and the ingress role has already been properly configured
what combination should you use on the engress role what commination should you use on the egress rule? 

A. select udp for protocol: enter 22 for source port" and all for destination port 

B. select tcp for protocol: enter 22 for source port" and 22 for destination port 

C. select tcp for protocol: enter all for source port" and 22 for destination port. 

D. select tcp for protocol: enter 22 for source port" and all for destinationport 

Correct Answer: C  

 

QUESTION 3

Which WAF service component must be configured to allow, block, or log network requests when they meet specified
criteria? 

A. Protection rules 

B. Bot Management 

C. Origin 
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D. Web ApplicationFirewall policy 

Correct Answer: A 

Protection rules 

Protection rules can be configured to either allow, block, or log network requests when they meet the specified criteria of
a protection rule. The WAF will observe traffic to your web application over time and suggest new rules to apply. 

https://www.oracle.com/security/cloud-security/what-is-waf/ 

 

QUESTION 4

Which of these protects customer data at rest and in transit in a way that allows customers to meet their security and
compliance requirements forcryptographic algorithms and key management? 

A. Security controls 

B. Customer isolation 

C. Data encryption 

D. Identity Federation 

Correct Answer: C 

DATA ENCRYPTION 

Protect customer data at-rest and in-transit in a way that allows customers to meet their security and compliance
requirements for cryptographic algorithms and key management. 

https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm 

 

QUESTION 5

Which parameters customers need to configure while reading secrets by name using CL1 or API? Select TWO correct
answers. 

A. Certificates 

B. Secret Name 

C. ASCII Value 

D. Vault Id 

Correct Answer: BD 
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