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QUESTION 1

Oracle Object Storage achieves data durability by which of the mechanisms ? Select TWO correct answers 

A. Service Gateway 

B. Redundant Storage across availability domains 

C. Redundant Array of IndependentDisks 

D. Object Versioning 

Correct Answer: BD 

 

 

QUESTION 2

Which three resources are required to encrypt a block volume with the customer managed key? 

A. MAXIMUM SECURITY ZONE 

B. SYMMETRIC MASTER KEY ENCRYPTlON KEY 

C. BLOCK KEY 

D. OCI VAIRT 

E. IAM Policy Allowing Block Storage to Use Keys 

F. Secrets 

Correct Answer: DEF 

https://docs.oracle.com/en-us/iaas/Content/SecurityAdvisor/Tasks/creatingsecureblockvolume.htm 

 

QUESTION 3

Which IAM policy should be created to give XYZ the ability to list contents of a resource excluding the fneeds to
authenticatein prod compartment ? Principle of least priviledge should be used. 

A. Allow group XYZ to manage all resources in compartment != prod 
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B. Allow group XYZ to use all resources in compartment != prod 

C. Allow group XYZ to inspect all resources in tenancy where target.compartment.name != prod 

D. Allow group XYZ to read all resources in tenancy where target.compartment.name != prod 

Correct Answer: C 

 

 

QUESTION 4

Which Cloud Guard component identifies issues with resources or user actions and alerts you when an issue is found? 

A. Problems 

B. Targets 

C. Detectors 

D. Responders 

Correct Answer: C 

Detector Performs checks to identify potential security problems based on activities or configurations. Rules followed to
identify problems are the same for allcompartments in a target. https://docs.oracle.com/en-us/iaas/cloud-
guard/using/part-start.htm 

 

QUESTION 5

Where is sensitive configuration data (like certificates, and credentials) is stored by Kubernetes cluster control plane? 

A. Block Volume 
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B. ETCD 

C. Oracle Functions 

D. Boot Volume 

Correct Answer: B 
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