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QUESTION 1

You want to include all instances in any of two or morecompartments, which syntax should you use for dynamic policy
you want to create for "Prod" compartment and "SIT" compartment? 

Prod OCID : `JON.Prod\\' 

SIT OCID : \\'JON.SIT\\' 

A. Any { instance in compartment `Prod\\' and Compartment \\'SIT\\' } 

B. Any { instance.compartment.id = \\'JON.Prod\\', instance.compartment.id = \\'JON.SIT\\' 

C. All { instance.compartment.id = \\'JON.Prod\\', instance.compartment.id = \\'JON.SIT\\' 

D. All { instance in compartment \\'Prod\\' and Compartment \\'SIT\\' } 

Correct Answer: B 

 

 

QUESTION 2

Which of these protects customer data at rest and in transit in a way that allows customers to meet their security and
compliance requirements forcryptographic algorithms and key management? 

A. Security controls 

B. Customer isolation 

C. Data encryption 

D. Identity Federation 

Correct Answer: C 

DATA ENCRYPTION 
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Protect customer data at-rest and in-transit in a way that allows customers to meet their security and compliance
requirements for cryptographic algorithms and key management. 

https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_overview.htm 

 

QUESTION 3

Which challenge is generally the first level of bot mitigation, but not sufficient with more advanced bot tools? 

A. CAPTCHA challenge 

B. JavaScript challenge 

C. Device fingerprint challenge 

D. Human interaction challenge 

Correct Answer: B 

 

QUESTION 4

Logical isolation for resources is provided by which OCI feature? 

A. Tenancy 

B. Availability Zone 

C. Region 

D. Compartments 

Correct Answer: D 

 

QUESTION 5

You want to make API calls against other OCI services from your instance without configuring user credentials. How
would you achieve this? 

A. Create a dynamic group and add apolicy. 

B. Create a dynamic group and add your instance. 

C. Create a group and add a policy. 

D. No configuration is required for making API calls. 

Correct Answer: A 

DYNAMIC GROUP Dynamic groups allow you to group Oracle Cloud Infrastructure instances as principalactors, similar
to user groups. You can then create policies to permit instances in these groups to make API calls against Oracle Cloud
Infrastructure services. Membership in the group is determined by a set of criteria you define, called matching rules. 
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https://docs.cloud.oracle.com/en-us/iaas/Content/Identity/Tasks/callingservicesfrominstances.htm 
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