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QUESTION 1

As a solutions architect, you need to assist operations team to write an I AM policy to give users in group-uat1 and
group- uat2 access to manage all resources in the compartment Uat. Which is the CORRECT IAM policy ? 

A. Allow any-user to manage all resources in tenancy where target.compartment= Uat 

B. Allow any-user to manage all resources in compartment Uat where request.group=/group-uat/* 

C. Allow group /group-uat*/ to manage all resources in compartment Uat 

D. Allow group group-uat1 group-uat2 tomanage all resources in compartment Uat 

Correct Answer: D 

 

QUESTION 2

You want software that can automatically collect and aggregate log data generated throughout your organization\\'s
infrastructure, analyze it, and send alerts if it detects a deviation from the norm. Which software must you use? 

A. Security Information Management (SIM) 

B. SecurityEvent Management (SEM) 

C. Security Integration Management (SIM) 

D. Security Information and Event Management (SIEM) 

Correct Answer: D 

 

QUESTION 3

Which architecture is based on the principle of "never trust, always verify"? 

A. Federated identity 

B. Zero trust 

C. Fluidperimeter 

D. Defense in depth 

Correct Answer: B 

Enterprise Interest in Zero Trust is GrowingRansomware and breaches are top of the news cycle and a major concern
for organizations big and small. So, many are now looking at the Zero Trust architecture and its primary principle "never
trust, always verify" to provide greater protection. According to Report Linker, the Zero Trust security market is projected
to grow from USD 15.6 billion in 2019 to USD 38.6 billion by 2024 and that sounds right based on the large number of
companies pitching their Zero Trustwares at RSA 2020. The enterprise was well represented at the conference and
there was a tremendous amount of interest in Zero Trust. Interestingly, even though Zero Trust environments are often
made up of several solutions from multiple vendors it hasn\\'tprevented each of the vendors from evangelizing their
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flavors of Zero Trust. This left the thousands of attendees to attempt to cut through the Zero Trust buzz and noise and
make their own conclusions to the best approach. 

https://blogs.oracle.com/cloudsecurity/post/rsa-2020-recap-cloud-security-moves-to-the- front 

 

QUESTION 4

What are the security recommendations and best practices for Oracle Functions? 

A. Grant privileges to UID and GID 1000, such that the functions running within a container acquire the default
rootcapabilities. 

B. Add applications to network security groups for fine-grained ingress/egress rules. 

C. Define a policy statement that enables access to functions for requests coming from multiple IP addresses. 

D. Ensure that functions in a VCN have restricted access to resources and services. 

Correct Answer: B 

https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm 

 

QUESTION 5

Which is NOT a compliance document? 

A. Certificate 

B. Penetration test report 

C. Attestation 

D. Bridge letter 

Correct Answer: B 

Types of Compliance Documents 

When viewing compliance documents, you can filter onthe following types: 

Attestation. A Payment Card Industry (PCI) Data Security Standard (DSS) Attestation of Compliance document. 

Audit. A general audit report. 

Bridge Letter (BridgeLetter). A bridge letter. Bridge letters provide compliance information forthe period of time between
the end date of an SOC report and the date of the release of a new SOC report. 

Certificate. A document indicating certification by a particular authority, with regard to certification requirements and
examination results conforming to said requirements. 

SOC3. A Service Organization Controls 3 audit report that provides information relating to a service organization\\'s
internal controls for security, availability, confidentiality, and privacy. 
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Other. A compliance document that doesn\\'t fit into any of the preceding, more specific categories. 

https://docs.oracle.com/en-us/iaas/Content/ComplianceDocuments/Concepts/compliancedocsoverview.htm 
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