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QUESTION 1

Which Oracle Cloud Service provides restricted accessto target resources? 

A. Bastion 

B. Internet Gateway 

C. Load balancer 

D. SSL certificate 

Correct Answer: A 

Bastion 

Oracle Cloud Infrastructure Bastion provides restricted and time-limited access to target resources that don\\'t have
public endpoints. 

https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_features.htm 

 

QUESTION 2

Which statement about Oracle Cloud Infrastructure Multi-Factor Authentication (MFA)is NOT valid? 
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A. Users cannot disable MFA for themselves. 

B. A user can register only one device to use for MFA. 

C. Users must install a supported authenticator app on the mobile device they intend to register for MFA. 

D. An administrator can disable MFA for another user. 

Correct Answer: A 

 

QUESTION 3

For how long are API calls audited and available? 

A. 30days 

B. 90 days 

C. 365 days 

D. 60 days 

Correct Answer: B 

 

QUESTION 4

What are the security recommendations and best practices for Oracle Functions? 

A. Grant privileges to UID and GID 1000, such that the functions running within a container acquire the default
rootcapabilities. 

B. Add applications to network security groups for fine-grained ingress/egress rules. 

C. Define a policy statement that enables access to functions for requests coming from multiple IP addresses. 

D. Ensure that functions in a VCN have restricted access to resources and services. 

Correct Answer: B 

https://docs.oracle.com/en-us/iaas/Content/Network/Concepts/securitylists.htm 

 

QUESTION 5

You are using a custom application with third-party APIs to manage application and data hosted in an Oracle Cloud
Infrastructure(OCI) tenancy. Although your third-party APIs don\\'t support OCI\\'s signature-based authentication, you
want them to communicate with OCI resources. Which authentication option must you use to ensure this? 

A. OCI username and Password 

B. API Signing Key 
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C. SSH Key Pair with 2048-bit algorithm 

D. Auth Token 

Correct Answer: D 
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