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QUESTION 1

Which Cloud Guard component identifies issues with resources or user actions and alerts you when an issue is found?
A. Problems

B. Targets

C. Detectors

D. Responders

Correct Answer: C

Detector Performs checks to identify potential security problems based on activities or configurations. Rules followed to

identify problems are the same for allcompartments in a target. https://docs.oracle.com/en-us/iaas/cloud-
guard/using/part-start.htm

QUESTION 2

As a security architect, how can you preventunwanted bots while desirable bots are allowed to enter?
A. Data Guard

B. Vault

C. Compartments

D. Web Application Firewall (WAF)

Correct Answer: D

QUESTION 3

A company needs to have somebuckets as public in the compartment. You want Cloud Guard to ignore the problem
associated with public bucket. Select TWO correct answers

A. Dismiss the issues associated with these resources

B. Make the bucket private so that Cloud Guard won\\'t detectit

C. Configure Conditional groups for the detector to fix base line

D. First make the bucket private and after few days make the bucket public again

Correct Answer: AC

QUESTION 4
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Which statement is not true about Cloud Security Posture?

A. Problems contain data about the specific type of issue that was found.

B. Problems can be resolved, dismissed, or remediated.

C. Problems are defined by the type of detector that creates them: activity or configuration.
D. Problems are created when Cloud Guard discovers a deviation from a responder rule.
Correct Answer: D

https://www.oracle.com/security/cloud-security/what-is-cspm/

QUESTION 5

Which three resources are required to encrypt a block volume with the customer managed key?
A. MAXIMUM SECURITY ZONE

B. SYMMETRIC MASTER KEY ENCRYPTION KEY

C. BLOCK KEY

D. OCI VAIRT

E. IAM Policy Allowing Block Storage to Use Keys

F. Secrets

Correct Answer: DEF

https://docs.oracle.com/en-us/iaas/Content/SecurityAdvisor/Tasks/creatingsecureblockvolume.htm
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