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QUESTION 1

Which OCI services can encrypt all data-at-rest ? Select TWO correct answers
A. File Storage

B. NAT Gateway

C. Block Volumes

D. Geolocation Steering

Correct Answer: AC

QUESTION 2

What do the features of OS Management Service do?

A. Add complexity in using multiple tools tomanage mixed-OS environments.
B. Provide paid service and support to OCI subscribers for fixes on priority.
C. Increase security and reliability by regular bug fixes.

D. Encourage manual setup to avoid machine-induced errors.

Correct Answer: C

https://docs.oracle.com/en/solutions/oci-best-practices/manage-your- operating-systems1.html

QUESTION 3

Bot Management in OCI provides which of the features? Select TWO correct answers.
A. Bad Bot Denylist

B. CAPTCHA Challenge

C. IP Prefix Steering

D. Good Bot Allowlist

Correct Answer: BD
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Bot Management

Bot Managerment enables you to mitigate undesired bot traffic from your site using CAPTCHA and
JavaScript detection tools while enabling known published bot providers to bypass these controls.

Mon-human traffic makes up most of the traffic to sites. Bot Manager is designed to detect and block, or
otherwise direct, non-human traffic that can interfere with site operations. The Bot Manager features
mitigate bots that conduct content and price scraping, vulnerability scanning, comment spam, brute force
attacks, and application-layer DDo5 attacks. You can also manage the good bot whitelist.

(1) Caution

When you enable Bot Management, you incur a higher rate on requests to the WAF.

See these topics for more information about Bot Management:

QUESTION 4

As a Security Admin you want to inspect the metadata and actual data in your Oracle databases to discover sensitive
data and provide comprehensive results listing the sensitive columns and related information. Which Data Safe feature
will help you to achieve the above requirement ?

A. Data Masking

B. Data Discovery

C. Security Assessment

D. User Assessment

Correct Answer: B
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About Data Discovery

Protecting semifiee Sats Degin with bncwing what serafthve data vou have, snd where 1t 15 located Dats Discovery inspects the metadats
B Bctual Gats in your Orache databases 1o GROOVEr Senaithve Asta and provides comprehenslve results lnting'the sensitive columns and
related infosmation

Dot Doy Llies SEthve Typas That define ths kinds of Sats to look for Ovache Data Sate provides over 125 predefined sensithie types
Tt you CIN USe 10 SEBICH SENATve SatE The Sendithve TyDes COover Derional dats pertaining 1o identification. blographic, IT, inancial,
healthcane, employment. and scademic information. You cin slso create your own sensitive Types. The predefined sensitive types are
oganized undes categores, making 1t eavy to find and use relevant sensitive types. You tell Data Discovery what to look for, and it finds
i SENSative CORSTIS Thilt Mmeet your CItera

QUESTION 5

which two responsibilities will be oracle when you move your it infrastructure to oracle cloud infrastructure?
A. Strong IAM Framework

B. PROVIDING STRONG SECURITY LIST

C. Strong Isolation

D. MAINTAINING CUSTOMER DATA

E. ACCOUNT ACCESS MANAGEMENT

Correct Answer: AC
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