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QUESTION 1

Click the Exhibit button. 

You maintain a minimized and hardened web server. The exhibit shows the current credentials that the web server runs
with. You receive a complaint about the fact that a newly installed webbased application does not function. This
application is based on a /bin/ksh cgi-bin script. What setting prevents this cgi-bin program from working? 

A. The system might NOT have /bin/ksh installed. 

B. The server is NOT allowed to call the exec system call. 

C. The server should run with uid=0 to run cgi-bin scripts. 

D. Some of the libraries needed by /bin/ksh are NOT present in the webserver\\'s chroot environment. 

Correct Answer: B 

 

QUESTION 2

Click the Task button. 

Place each Solaris Security Toolkit parameter with its description. 

Drag and drop question. Drag the items to the proper locations. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 3

Given: jupiter:$md5,rounds=2006$2amXesSj5$$kCF48vfPsHDjlKNXeEw7V.:12210:::::: What is the characteristic of this
/etc/shadow entry? 

A. User jupiter uses the md5 hash, with salt 2006$2amXesSj5$, and with the encrypted password
$kCF48vfPsHDjlKNXeEw7V. 

B. User jupiter uses the 2a hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

C. User jupiter uses the md5 hash, with 2006 iterations of the hash, with salt 2amXesSj5, and with the encrypted
password kCF48vfPsHDjlKNXeEw7V. 

D. User jupiter uses the md5 hash, with 2006 iterations of the hash, with no salt, and with the encrypted password
$rQmXesSj5$$kCF48vfPsHDjlKNXeEw7V. 

Correct Answer: C 
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QUESTION 4

After using the Solaris Security Toolkit on a system, some of your users have complained that they are no longer able to
connect to the system through telnet. Which option will allow users to connect to the system without impacting security? 

A. Re-enable the telnet service. 

B. Re-enable the telnet service, but force users to use IP Filter. 

C. Leave telnet disabled and suggest that users use SSH instead. 

D. Re-enable the telnet service, but force users to use Kerberos passwords. 

Correct Answer: C 

 

QUESTION 5

Which action can a system administrator with the solaris.smf.modify.sendmail authorization execute? 

A. svcadm enable sendmail 

B. svcadm refresh sendmail 

C. svcadm disable sendmail 

D. svccfg -s sendmail listprop 

Correct Answer: D 
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