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QUESTION 1

To improve accountability on a Solaris system, the security administrator decides to configure the root account to be a
Solaris role. What are two considerations that the security administrator should understand before making this change?
(Choose two.) 

A. Only authorized users will be able to access root. 

B. root will no longer be able to use the su command. 

C. New privileges will need to be assigned to the root role. 

D. Scheduled cron jobs for the root role will no longer run. 

E. root will no longer be able to log in at the system console. 

Correct Answer: AE 

 

QUESTION 2

You have been asked to let your manager\\'s children run their homework assignments on one of the servers you
administer. You have been promised that it will not impact the overall performance of the server, but you aren\\'t sure,
so you want to track how many resources they use. After you have created a new user called kids and assigned a new
project called homework to the user, what do you need to do to gather the resource usage information? 

A. Enable Solaris Auditing for the kids user. 

B. Use the acctadm command to enable extended accounting for tasks. 

C. Use the poolcfg command to assign the homework project to a resource pool. 

D. Use the rctladm command to enable the syslog action for the homework project. 

Correct Answer: B 

 

QUESTION 3

Which two features are implemented by the Solaris Kerberos service? (Choose two.) 

A. single sign-on 

B. Federated Identity Management 

C. distributed authentication services 

D. public key cryptographic authentication 

E. password confidentiality on the network 

Correct Answer: AE 
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QUESTION 4

For security reasons, one of the services your department provides has to be run in a separate zone. Which three of the
zone\\'s properties can differ from the global zone? (Choose three.) 

A. the zone\\'s IP address 

B. the zone\\'s system time 

C. the zone\\'s domain name 

D. the zone\\'s root password 

E. the zone\\'s kernel patch level 

Correct Answer: ACD 

 

QUESTION 5

After receiving the results from a recent security compliance evaluation, a security administrator was told to ensure that
every user has to change their password regularly. After enabling password aging in the /etc/default/passwd file, the
security administrator finds that existing local users are still not being forced to change their password. What is the
reason for this? 

A. Users have disabled password aging for their own accounts. 

B. The password aging capability does NOT apply to local users. 

C. Password aging is made active after a user\\'s next password change. 

D. The /etc/default/passwd file is NOT consulted for password aging. 

E. The /etc/user_attr file has been configured to prevent password aging. 

Correct Answer: C 
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