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QUESTION 1

To enforce security within your organization, access restrictions to systems must be applied. In particular, restrictions to
the telnet protocol must be configured. Which action must be taken to enable TCP wrappers for the telnet protocol? 

A. svcadm tcp_wrappers start 

B. svcadm enable tcp_wrappers 

C. inetadm -m telnet=tcp_wrappers 

D. inetadm -m telnet tcp_wrappers=true 

Correct Answer: D 

 

QUESTION 2

Click the Exhibit button. 

You maintain a minimized and hardened web server. The exhibit shows the current credentials that the web server runs
with. You receive a complaint about the fact that a newly installed webbased application does not function. This
application is based on a /bin/ksh cgi-bin script. What setting prevents this cgi-bin program from working? 

A. The system might NOT have /bin/ksh installed. 

B. The server is NOT allowed to call the exec system call. 

C. The server should run with uid=0 to run cgi-bin scripts. 

D. Some of the libraries needed by /bin/ksh are NOT present in the webserver\\'s chroot environment. 

Correct Answer: B 

 

QUESTION 3
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Which two components are part of the Solaris Cryptographic Framework? (Choose two.) 

A. single sign-on capabilities 

B. encryption and decryption 

C. random number generation 

D. Kerberos principle generation 

Correct Answer: BC 

 

QUESTION 4

A system administrator is new to the Solaris cryptographic framework. During minimization and hardening, the system
administrator discovered a running /usr/lib/crypto/kcfd and disabled this daemon. To verify the integrity of a Solaris
binary, the system administrator is comparing the MD5 checksum of a binary with the information from the Solaris
Fingerprint Database at SunSolve. To get the local checksum, he is using the command digest. What will happen when
executing this command? 

A. The command will fail with an error. 

B. The command will run as usual and provide the MD5 sum. 

C. The command will run but won\\'t be able to use any installed crypto accelerator hardware (if installed). 

D. The command will run slower because the kernel function can\\'t be accessed, and the userland implementation
(libmd5.so.1) will be used. 

Correct Answer: A 

 

QUESTION 5

A site security policy dictates that all failed logins to critical systems must be logged and monitored. Which parameter
must be changed in /etc/default/login to enable this functionality? 

A. SYSLOG 

B. LOG_LOGIN_FAILURES 

C. SYSLOG_LOG_FAILURES 

D. LOG_SYSLOG_FAILURES 

E. SYSLOG_FAILED_LOGINS 

Correct Answer: E 
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