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QUESTION 1

Refer to the exhibit. 

A junior network administrator was given the task of configuring port security on SwitchA to allow only PC_A to access
the switched network through port fa0/1. If any other device is detected, the port is to drop frames from this device. The
administrator configured the interface and tested it with successful pings from PC_A to RouterA, and then observes the
output from these two show commands. 

Which two of these changes are necessary for SwitchA to meet the requirements? (Choose two.) 

A. Port security needs to be globally enabled. 

B. Port security needs to be enabled on the interface. 

C. Port security needs to be configured to shut down the interface in the event of a violation. 

D. Port security needs to be configured to allow only one learned MAC address. 

E. Port security interface counters need to be cleared before using the show command. 

F. The port security configuration needs to be saved to NVRAM before it can become active. 

Correct Answer: BD 
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From the output we can see that port security is disabled so this needs to be enabled. Also, the maximum number of
devices is set to 2 so this needs to be just one if we want the single host to have access and nothing else. 

 

QUESTION 2

Which switch would STP choose to become the root bridge in the selection process? 

A. 32768: 11-22-33-44-55-66 

B. 32768: 22-33-44-55-66-77 

C. 32769: 11-22-33-44-55-65 

D. 32769: 22-33-44-55-66-78 

Correct Answer: A 

The root bridge of the spanning tree is the bridge with the smallest (lowest) bridge ID. Each bridge has a configurable
priority number and a MAC Address; the bridge ID contains both numbers combined together - Bridge priority + MAC
(32768.0200.0000.1111). The Bridge priority default is 32768 and can only be configured in multiples of 4096(Spanning
tree uses the 12 bits extended system ID). To compare two bridge IDs, the priority is compared first, as if looking at a
real number anything less than 32768...will become the target of being the root. If two bridges have equal priority then
the MAC addresses are compared; for example, if switches A (MAC=0200.0000.1111) and B (MAC=0200.0000.2222)
both have a priority of 32768 then switch A will be selected as the root bridge. In this case, 32768: 11-22-33-44-55-66
would be the bridge because it has a lower priority and MAC address. 

 

QUESTION 3

Refer to the exhibit. 

All of the routers in the network are configured with the ip subnet-zero command. Which network addresses should be
used for Link A and Network A? (Choose two.) 
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A. Network A - 172.16.3.48/26 

B. Network A - 172.16.3.128/25 

C. Network A - 172.16.3.192/26 

D. Link A - 172.16.3.0/30 

E. Link A - 172.16.3.40/30 

F. Link A - 172.16.3.112/30 

Correct Answer: BD 

Only a /30 is needed for the point to point link and sine the use of the ip subnet-zero was used, 172.16.3.0/30 is valid.
Also, a /25 is required for 120 hosts and again 172.16.3.128/25 is the best, valid option. 

 

QUESTION 4

Which Layer 2 protocol encapsulation type supports synchronous and asynchronous circuits and has built-in security
mechanisms? 

A. HDLC 

B. PPP 

C. X.25 

D. Frame Relay 

Correct Answer: B 

PPP: Provides router-to-router and host-to-network connections over synchronous and asynchronous circuits. PPP was
designed to work with several network layer protocols, including IP. PPP also has built-in security mechanisms, such as
Password Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP). 

 

QUESTION 5

Which command reveals the last method used to powercycle a router? 

A. show reload 

B. show boot 

C. show running-config 

D. show version 

Correct Answer: D 

The "show version" command can be used to show the last method to powercycle (reset) a router. 
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