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QUESTION 1

Refer to the graphic.

Host A is communicating with the server. What will be the source MAC address of the frames received by Host A from
the server?

A. the MAC address of router interface e0

B. the MAC address of router interface el

C. the MAC address of the server network interface
D. the MAC address of host A

Correct Answer: A

Whereas switches can only examine and forward packets based on the contents of the MAC header, routers can look
further into the packet to discover the network for which a packet is destined. Routers make forwarding decisions based
on the packet\\'s network-layer header (such as an IPX header or IP header). These network-layer headers contain
source and destination network addresses. Local devices address packets to the router\\'s MAC address in the MAC
header. After receiving the packets, the router must perform the following steps:

1.

Check the incoming packet for corruption, and remove the MAC header. The router checks the packet for MAC-layer
errors. The router then strips off the MAC header and examines the network-layer header to determine what to do with
the packet.

2.

Examine the age of the packet. The router must ensure that the packet has not come too far to be forwarded. For
example, IPX headers contain a hop count. By default, 15 hops is the maximum number of hops (or routers) that a
packet can cross. If a packet has a hop count of 15, the router discards the packet. IP headers contain a Time to Live
(TTL) value. Unlike the IPX hop count, which increments as the packet is forwarded through each router, the IP TTL
value decrements as the IP packet is forwarded through each router. If an IP packet has a TTL value of 1, the router
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discards the packet. A router cannot decrement the TTL value to 1 and then forward the packet.
3.

Determine the route to the destination. Routers maintain a routing table that lists available networks, the direction to the
desired network (the outgoing interface number), and the distance to those networks. After determining which direction
to forward the packet, the router must build a new header. (If you want to read the IP routing tables on a Windows 95/98
workstation, type ROUTE PRINT in the DOS box.)

4,
Build the new MAC header and forward the packet. Finally, the router builds a new MAC header for the packet. The

MAC header includes the router\\'s MAC address and the final destination\\'s MAC address or the MAC address of the
next router in the path.

QUESTION 2

A router has two Fast Ethernet interfaces and needs to connect to four VLANSs in the local network. How can you
accomplish this task, using the fewest physical interfaces and without decreasing network performance?

A. Use a hub to connect the four VLANS with a Fast Ethernet interface on the router.
B. Add a second router to handle the VLAN traffic.

C. Add two more Fast Ethernet interfaces.

D. Implement a router-on-a-stick configuration.

Correct Answer: D

A router on a stick allows you to use sub-interfaces to create multiple logical networks on a single physical interface.

QUESTION 3

Which two of these statements regarding RSTP are correct? (Choose two.)

A. RSTP cannot operate with PVST+.

B. RSTP defines new port roles.

C. RSTP defines no new port states.

D. RSTP is a proprietary implementation of IEEE 802.1D STP.

E. RSTP is compatible with the original IEEE 802.1D STP.

Correct Answer: BE

When network topology changes, rapid spanning tree protocol (IEEE802.1W, referred to as RSTP) will speed up
significantly the speed to re-calculate spanning tree. RSTP not only defines the role of other ports: alternative port and

backup port, but also defines status of 3 ports: discarding status, learning status, forwarding status.

RSTP is 802.1D standard evolution, not revolution. It retains most of the parameters, and makes no changes.
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QUESTION 4

What are two benefits of using NAT? (Choose two.)

A. NAT facilitates end-to-end communication when IPsec is enabled.

B. NAT eliminates the need to re-address all hosts that require external access.

C. NAT conserves addresses through host MAC-level multiplexing.

D. Dynamic NAT facilitates connections from the outside of the network.

E. NAT accelerates the routing process because no modifications are made on the packets.
F. NAT protects network security because private networks are not advertised.

Correct Answer: BF

By not revealing the internal IP addresses, NAT adds some security to the inside network -> F is correct.
NAT has to modify the source IP addresses in the packets -> E is not correct.

Connection from the outside of the network through a "NAT" network is more difficult than a more network because IP
addresses of inside hosts are hidden -> C is not correct.

In order for IPsec to work with NAT we need to allow additional protocols, including Internet Key Exchange (IKE),
Encapsulating Security Payload (ESP) and Authentication Header (AH) -> more complex -> A is not correct.

By allocating specific public IP addresses to inside hosts, NAT eliminates the need to re-address the inside hosts -> B is
correct.

NAT does conserve addresses but not through host MAC-level multiplexing. It conserves addresses by allowing many
private IP addresses to use the same public IP address to go to the Internet -> C is not correct.

QUESTION 5

Which three characteristics are representative of a link-state routing protocol? (Choose three.)
A. provides common view of entire topology

B. exchanges routing tables with neighbors

C. calculates shortest path

D. utilizes event-triggered updates

E. utilizes frequent periodic updates

Correct Answer: ACD
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