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QUESTION 1

Which protocol advertises a virtual IP address to facilitate transparent failover of a Cisco routing device?
A. FHRP

B. DHCP

C. RSMLT

D. ESRP

Correct Answer: A

QUESTION 2

An administrator is trying to ping and telnet from SwitchC to RouterC with the results shown below.

An administrator is trying to ping and telnetfrom SwitchC to RouterC with the results shown below.

SwitchC=
SWitchC:> ping 10.4.4.3 6\

Type escape sequence ty abort.
Sending 5, 100-byte ICMP Echos to 10.4.4 3, timenuts'&mcﬁs:

RERE

Success rate is 0 percent (0/5) 0
SwitchC= o
SwitchC=telnet 10.4.4.3 *'

(A4

Trying 10.4.4.3 ..
% Destination unreachable,; gatewa@ét down
SwitchC=

EATS

oE

Click the console connected to RouterC and issue the appropriate commands to answer the questions.
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console

Press RETURN to get started!
RouterC>

<output omitted>

interface Loopback1
ip address 172.16.4.1.2565.255.255.0
]

interface Loopback2
ip address 10.145.145.1 266,265.266.0
ipv6 address 2001:410:2:3::/64 eui-64
1

interface FastEthernet0/0
ip address 10.4.4.3.255.255.255.0
Ip access-group 106 in
duplex auto
speed auto
]

interface FastEthernet0/1
no Ip address
shutdown
duplex auto

speed auto

1

interface Serial0/0/0
bandwidth 64
no Ip address
ip access-group 102 out
encapsulation frame-relay
ip ospf authentication
ip ospf authentication
ip ospf authentication-key san-fran

Interface Serial0/0/0.1 point-to-point
ip address 10.140.3.2 255.255.255.0
ip authentication mode eigrp 100 m
ip authentication key-chain eigr
frame-relay interface-dlci 120

]

interface Serail0/0/
bandwidth 64
ip address 1
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router eigrp 100
network 10.0.0.0
network 172.16.0.0
network 192.168.2.0
not auto-summary
]
router ospf 100
log-adjacency-changes
network 10.4.4.30.0.0.0 area0
network 10.45.45.1 0.00.0 area0
network 10.140.3.2 0.0.0.0 area 0
network 192.168.262 0.0.0.0 area 0
]
router rip
version 2
network 10.0.0.0
network 172.16.0.0
!

ip default-gateway 10.1.1.2
!

ip hitp server
no ip hitp secure-server
!

access-list 102 permit tcp any any eq fip
access-list 102 permit tcp any any eq ftp-data
access-list 102 deny tcp any any eq telnet
access-list 102 deny icmp any any echo-reply
access-list 102 permit ip any any

access-list 104 permit tcp any any &
access-list 104 permit tcp any any e
access-list 104 deny tcp any any
access-list 104 permiticmp
access-list 104 deny icmp an
access-list 104 permit ip

access-list 106 permitt
access-ist 106 p ny ftp-data
access-list 106 y any eq telnet
access-i 6 iti€mp any any echo-reply
dp any any eq domain
mit udp any eq domain any
rmit tcp any any eq domain
permit tcp any eq domain any
access-list 110 permit tcp any any

eq ftp

access-list 114 permit ip 10.4.4.0.0.0.0.255 any
access-list 115 permit ip 0.0.0.0 255.255.255.0 any

access-list 122 deny tcp any any

access-ist 122 deny imp any any echo-reply
access-list 122 permit ip any any

1

<putput omitted>
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What would be the effect of issuing the command ip access-group 114 in to the fa0/0 interface?

A. Attempts to telnet to the router would fail.

B. It would allow all traffic from the 10.4.4.0 network.

C. IP traffic would be passed through the interface but TCP and UDP traffic would not.

D. Routing protocol updates for the 10.4.4.0 network would not be accepted from the fa0/0 interface.
Correct Answer: B

From the output of access-list 114: access-list 114 permit ip 10.4.4.0 0.0.0.255 any we can easily understand that this
access list allows all traffic (ip) from 10.4.4.0/24 network

QUESTION 3

When you are troubleshooting an ACL issue on a router, which command would you use to verify which interfaces are
affected by the ACL?

A. show ip access-lists
B. show access-lists
C. show interface

D. show ip interface

E. list ip interface
Correct Answer: D
Incorrect answer:

show ip access-lists does not show interfaces affected by an ACL.

QUESTION 4

What are three factors a network administrator must consider before implementing Netflow in the network? (Choose
three.)

A. CPU utilization

B. where Netflow data will be sent

C. number of devices exporting Netflow data
D. port availability

E. SNMP version

F. WAN encapsulation
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Correct Answer: ABC

NetFlow has a reputation for increasing CPU utilization on your network devices. Cisco\\'s performance testing seems to
indicate that newer hardware can accommodate this load pretty well, but you will still want to check it out before you turn
on the feature. Some symptoms of high CPU utilization are very large jitter and increased delay. Services running on the
device may also be affected. Another thing to keep in mind is the amount of data you\\'re going to be sending across the
network. Depending on how much traffic you have and how you configure it, the traffic can be substantial. For example,
you may not want to send NetFlow data from a datacenter switch to a NetFlow collector on the other side of a small
WAN circuit. Also bear in mind that the flows from aggregating large numbers of devices can add up.

Reference: http://searchenterprisewan.techtarget.com/tip/How-the-NetFlow-protocol-monitors-your-WAN

QUESTION 5

Which three elements must be used when you configure a router interface for VLAN trunking? (Choose three.)
A. one physical interface for each subinterface

B. one IP network or subnetwork for each subinterface

C. a management domain for each subinterface

D. subinterface encapsulation identifiers that match VLAN tags

E. one subinterface per VLAN

F. subinterface numbering that matches VLAN tags

Correct Answer: BDE

This scenario is commonly called a router on a stick. A short, well written article on this operation can be found here:
http://www.thebryantadvantage.com/RouterOnAStick CCNACertificationExamTutorial.htm
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