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QUESTION 1

What is a benefit of using asymmetric cryptography? 

A. decrypts data with one key 

B. fast data transfer 

C. secure data transfer 

D. encrypts data with one key 

Correct Answer: C 

 

 

QUESTION 2

According to NIST, at which step of the incident response process should an organization apply lessons learned from
practice? 

A. preparation 

B. detection and analysis 

C. containment 

D. post-incident activity 

Correct Answer: D 

 

 

QUESTION 3

An investigator is examining a copy of an ISO file that is stored in CDFS format. What type of evidence is this file? 

A. data from a CD copied using Mac-based system 

B. data from a CD copied using Linux system 

C. data from a DVD copied using Windows system 

D. data from a CD copied using Windows 

Correct Answer: B 

CDfs is a virtual file system for Unix-like operating systems; it provides access to data and audio tracks on Compact
Discs. When the CDfs driver mounts a Compact Disc, it represents each track as a file. This is consistent with the Unix
convention "everything is a file". Source: https://en.wikipedia.org/wiki/CDfs 
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QUESTION 4

What is a difference between a threat and a risk? 

A. A threat can be people, property, or information, and risk is a probability by which these threats may bring harm to the
business. 

B. A risk is a flaw or hole in security, and a threat is what is being used against that flaw. 

C. A risk is an intersection between threat and vulnerabilities, and a threat is what a security engineer is trying to protect
against. 

D. A threat is a sum of risks, and a risk itself represents a specific danger toward the asset. 

Correct Answer: C 

 

 

QUESTION 5

Refer to the exhibit. 

What is occurring? 

A. Cross-Site Scripting attack 

B. XML External Entitles attack 

C. Insecure Deserialization 

D. Regular GET requests 

Correct Answer: A 
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