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QUESTION 1

When trying to evade IDS/IPS devices, which mechanism allows the user to make the data incomprehensible without a
specific key, certificate, or password?

A. fragmentation

B. pivoting

C. encryption

D. stenography

Correct Answer: C
https://techdifferences.com/difference-between-steganography-and-

cryptography.html#:~:text=The%20steganography%20and%20cryptography%?20are,the%2
Ostructure%200f%20the%20message.

QUESTION 2

A security engineer deploys an enterprise-wide host/endpoint technology for all of the company\\'s corporate PCs.
Management requests the engineer to block a selected set of applications on all PCs.

Which technology should be used to accomplish this task?
A. application whitelisting/blacklisting

B. network NGFW

C. host-based IDS

D. antivirus/antispyware software

Correct Answer: A

QUESTION 3

Which option describes indicators of attack?

A. blocked phishing attempt on a company

B. spam emails on an employee workstation

C. virus detection by the AV software

D. malware reinfection within a few minutes of removal

Correct Answer: D
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QUESTION 4

Which artifact is used to uniquely identify a detected file?
A. file timestamp

B. file extension

C. file size

D. file hash

Correct Answer: D

QUESTION 5

What is the principle of defense-in-depth?

A. Agentless and agent-based protection for security are used.

B. Several distinct protective layers are involved.

C. Access control models are involved.

D. Authentication, authorization, and accounting mechanisms are used.

Correct Answer: B
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