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QUESTION 1

A SOC analyst observed Ursnif malware at the SIEM dashboard. The analyst opened the PCAP file to search the
certificate issue data. Where must the analyst navigate?

A. under the rdnSequence line
B. under the validity line

C. under the subject

D. under the signed certificate

Correct Answer: B

QUESTION 2

SecIP Dst IP Appin Sre Port Dst Port Protocol DSCP TCP FLAGS () Flow Rate Traffic
ded 192.158.10. 1%2.168.13.1 ey 2 185 TCP AF12 UAP SF 0 Kbot 1.0EB
& 192.168.10. 192.168.12.1 == R F 564 TP AF12 U&P SF 0 Kbos L.0EB :
& 192.168.10. 152.168.13.1 ComoresEned i Tal TP AF12 UaP SF 0 Kbos 1L.oEB
b 192.168.10. 192.168.13.1  compressnet 81 i TCP AF12 &R 5F 1.0 ¥bps L.0KB
ah 192.168.10. 192.168.13.1 compressnet 165 3 TCP AF12 Uap 5F 0 Kbos 1.0KB 2
&b 192.168.10. 192.168.13.1 COMpreLEnet ax 3 TCR BAF12 UAP SF 0 Wbos LoKB 2
&k 192.168.10. 192.168.13.1 COMDratenet 822 | TCR &F13 UAP 5F 0 Kbt 1.0KB
& 192.168.10, 192.188.12.1 ne 80 5 TCP AF12 UAP 5F 0 xbos 1.0KB
b 192.058.10. 192.188.12.1  descard L T14 TCP AF12 UAF SF 0 ¥bos 1.0 K8 2
sk 192.168.10. 152.168.13.1 daytime 13 52 TCP aF12 UAP 5F 0 Kbos 1.0 KB Fi
&t 192.168.10. 192.168.13.1 daytime 960 13 TCP AF12 Uap SF 0 Kbos 1.0EB
& 192.168.10. 1§2.168.13.1 map 18 116 TCP AFL2 UaP SF 1.0 Wkpe .08 -
&sk 192.1568.10. 152.168.13.1 mp 18 735 TCP AF12 U&F 5F 0 Kbos 1.0KB
b 192.058.10. 192.168.12.1  fip-data 0 513 TCP AF12 UAF SF 0 ¥bos 1.0 K8

Refer to the exhibit. Which tool was used to generate this data?
A. NetFlow

B. dnstools

C. firewall

D. tcpdump

Correct Answer: A
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QUESTION 3

Which CVSS metric group identifies other components that are affected by a successful security attack?
A. scope

B. privileges required

C. integrity

D. attack vendor

Correct Answer: A

QUESTION 4

Which technology prevents end-device to end-device IP traceability?
A. encryption

B. load balancing

C. NAT/PAT

D. tunneling

Correct Answer: C

QUESTION 5
DRAG DROP
Drag and drop the access control models from the left onto the correct descriptions on the right.

Select and Place:

MAC | object owner determines permissions
ABAC | OS determines permissions

RBAC | role of the subject determines permissions
DAC | attributes of the subject determines permissions

Correct Answer:
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DAC
MAC
RBAC
ABAC
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