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QUESTION 1

Refer to the exhibit.

a Certificate %
General Detals Certification Path
Show: <Al> w
Freld Value ~
_LW!W sha 256RSA
__ Signature hash algonthm sha2s6
_ lssuer GTS CA 101, Google Trust Ser...
f__‘h'ﬂdfn:lﬂ Monday, May 24, 2021 5:36:0...
_Vakd to Monday, August 16, 2021 5:3...
__ Public key ECC (256 Bits)
[ S S — ErNca D%k g
= *.google.com
= Google LLC
= Mountan View
= Cakforria
=S

An engineer needs to identify certificate information on server1234567890. What does the exhibit indicate?
A. Elliptic-curve cryptography is used for the public keys.

B. Key exchange is not secure as the SHA256 hashing algorithm is used.

C. The certificate is signed by GTS CA on May 24 and is invalid.

D. Asymmetric cryptography is used for key exchange.

Correct Answer: A
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QUESTION 2

Refer to the exhibit.
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SHA2S56 ©232641e0580ed]12@58630de7 a0 lac4ED 3 ecRI1DIMLET T 447 ad1
sHasy2 [EEey
CRC32
ssdeep
PODE Path - e nostLST | Fobcers i onts' 121 - k

Yara "

An engineer is reviewing a Cuckoo report of a file. What must the engineer interpret from the report?
A. The file will appear legitimate by evading signature-based detection.

B. The file will not execute its behavior in a sandbox environment to avoid detection.

C. The file will insert itself into an application and execute when the application is run.

D. The file will monitor user activity and send the information to an outside source.

Correct Answer: B

QUESTION 3

What is the difference between mandatory access control (MAC) and discretionary access control (DAC)?
A. MAC is controlled by the discretion of the owner and DAC is controlled by an administrator

B. MAC is the strictest of all levels of control and DAC is object-based access

C. DAC is controlled by the operating system and MAC is controlled by an administrator

D. DAC is the strictest of all levels of control and MAC is object-based access
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Correct Answer: B

QUESTION 4

Refer to the exhibit.

Interface: 192.168.1.29 — 0x11
Internet Address Physical Address  Type

192 168.1.10 dg-a7-56-d7-19-ea dynamic
192.168.1.67 d8-a7-56-d7-19-ea dynamic
192168 1.1 01-00-5e-00-00-16 static

What is occurring in this network?
A. ARP cache poisoning

B. DNS cache poisoning

C. MAC address table overflow
D. MAC flooding attack

Correct Answer: A

QUESTION 5

Refer to the exhibit.
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Nov 36 17:48:38 ip-172-31-27-153 sshd[22997): Invalid user password from 218.26.11.11
Mov 36 17:48:39 ip-172-31-27-153 sshd[22997]: Invalid user password from 218.26.11.11
Mov 30 17:48:41 ip-172-31-27-153 sshd[22999]: Invalid user password from 218.26.11.11
Mov 38 17:48:41 ip-172-31-27-153 sshd[22999]: Invalid user password from 218.26.11.11
Mov 30 17:48:41 ip-172-31-27-153 sshd[22999]: Invalid user password from 218.26.11.11
Mov 30 17:48:41 ip-172-31-27-153 sshd[22999]: Invalid user password from 218.26.11.11
Mov 3@ 17:48:43 ip-172-31-27-153 sshd[23081]: Invalid user password from 218.26.11.11
Nov 3@ 17:48:43 ip-172-31-27-153 sshd[23801]: Invalid user password fTrom 218.26.11.11
Nov 3@ 17:48:43 ip-172-31-27-153 sshd[23801]: Invalid user password from 218.26.11.11
Mov 30 17:48:46 ip-172-31-27-153 sshd[23801]: Invalid user password from 218.26.11.11
Nov 3@ 17:48:46 ip-172-31-27-153 sshd[23883]: Invalid user password from 218.26.11.11
Mov 3@ 17:48:46 ip-172-31-27-153 sshd[23803]: Invalid user password from 218.26.11.11
Mov 30 17:48:46 ip-172-31-27-153 sshd[23803]: Invalid user password from 218.26.11.11
Nov 3@ 17:48:48 ip-172-31-27-153 sshd[23883]: Invalid user password from 218.26.11.11
Mov 38 17:48:48 ip-172-31-27-153 sshd[238085]: Invalid user password from 218.26.11.11
Nov 3@ 17:48:48 ip-172-31-27-153 sshd[23885]: Invalid user password from 218.26.11.11
MNov 3@ 17:48:49 ip-172-31-27-153 sshd[23885]: Invalid user password from 218.26.11.11
Mov 38 17:48:51 ip-172-31-27-153 sshd[23885]: Invalid user password from 218.26.11.11
Nov 38 17:48:51 ip-172-31-27-153 sshd[23887]: Invalid user password from 218.26.11.11
Mov 38 17:48:51 ip-172-31-27-153 sshd[23807]: Invalid user password from 218.26.11.11
Mov 38 17:48:51 ip-172-31-27-153 sshd[23887]: Invalid user password from 218.26.11.11
MNov 38 17:48:51 ip-172-31-27-153 sshd[23887]: Invalid user password from 218.26.11.11
Mov 38 17:48:54 ip-172-31-27-153 sshd[23809]: Invalid user password from 218.26.11.11
MNov 3@ 17:48:54 ip-172-31-27-153 sshd[23889]: Invalid user password from 218.26.11.11
Mov 38 17:48:54 ip-172-31-27-153 sshd[23889]: Invalid user password from 218.26.11.11
Mov 38 17:48:54 ip-172-31-27-153 sshd[23889]: Invalid user password from 218.26.11.11
Mov 38 17:48:56 ip-172-31-27-153 sshd[23811]: Invalid user password from 218.26.11.11
Mov 38 17:48:56 ip-172-31-27-153 sshd[23811]: Invalid user password from 218.26.11.11
Mov 38 17:48:56 ip-172-31-27-153 sshd[23811]: Invalid user password from 218.26.11.11
MNov 3@ 17:48:56 ip-172-31-27-153 sshd[23811]: Invalid user password from 218.26.11.11
Mov 38 17:48:59 ip-172-31-27-153 sshd[23813]: Invalid user password from 218.26.11.11
Mov 38 17:48:59 ip-172-31-27-153 sshd[238613]: Invalid user password from 218.26.11.11

A security analyst is investigating unusual activity from an unknown IP address Which type of evidence is this file1?

A. indirect evidence

B. best evidence

C. corroborative evidence

D. direct evidence

Correct Answer: D
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