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QUESTION 1

Refer to the exhibit. 

An engineer needs to identify certificate information on server1234567890. What does the exhibit indicate? 

A. Elliptic-curve cryptography is used for the public keys. 

B. Key exchange is not secure as the SHA256 hashing algorithm is used. 

C. The certificate is signed by GTS CA on May 24 and is invalid. 

D. Asymmetric cryptography is used for key exchange. 

Correct Answer: A 
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QUESTION 2

Refer to the exhibit. 

An engineer is reviewing a Cuckoo report of a file. What must the engineer interpret from the report? 

A. The file will appear legitimate by evading signature-based detection. 

B. The file will not execute its behavior in a sandbox environment to avoid detection. 

C. The file will insert itself into an application and execute when the application is run. 

D. The file will monitor user activity and send the information to an outside source. 

Correct Answer: B 

 

 

QUESTION 3

What is the difference between mandatory access control (MAC) and discretionary access control (DAC)? 

A. MAC is controlled by the discretion of the owner and DAC is controlled by an administrator 

B. MAC is the strictest of all levels of control and DAC is object-based access 

C. DAC is controlled by the operating system and MAC is controlled by an administrator 

D. DAC is the strictest of all levels of control and MAC is object-based access 
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Correct Answer: B 

 

QUESTION 4

Refer to the exhibit. 

What is occurring in this network? 

A. ARP cache poisoning 

B. DNS cache poisoning 

C. MAC address table overflow 

D. MAC flooding attack 

Correct Answer: A 

 

QUESTION 5

Refer to the exhibit. 
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A security analyst is investigating unusual activity from an unknown IP address Which type of evidence is this file1? 

A. indirect evidence 

B. best evidence 

C. corroborative evidence 

D. direct evidence 

Correct Answer: D 
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