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QUESTION 1

In which two ways could you minimize the impact of monitoring an industrial network? (Choose two.)
A. Send random messages to a device and see what the response is.

B. Do frequent ping sweeps to industrial devices to check for their proper operations.

C. Make a copy of all the network traffic and analyze it offline.

D. Use an industrial-network-grade IDS-IPS system.

Correct Answer: CD

QUESTION 2

Exhibit:

Fal/0.1 - 172.19.1.254 /24 VLAN 1
Fa0/0.2 - 172.19.2.254 /24 VLAN 2
Fa0/0.3-172.19.3.254 /24 VLAN 3

Refer to the exhibit. C-router is to be used as a "router-on-a-stick" to route between the VLANSs. All the interfaces have
been properly configured and IP routing is operational. The hosts in the VLANs have been configured with the
appropriate default gateway. What is true about this configuration?

A. These commands need to be added to the configuration:C-router(config)# router eigrp 123C- router (config-router)#
network 172.19.0.0

B. These commands need to be added to the configuration:C-router(config)# router ospf 1C- router (config-router)#
network 172.19.0.0 0.0.3.255 area 0

C. These commands need to be added to the configuration:C-router(config)# router ripC-router(config- router)# network
172.19.0.0

D. No further routing configuration is required.

Correct Answer: D
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QUESTION 3

At which Layer would you check for spanning tree loops?
A. Layer 1

B. Layer 2

C. Layer 3

D. Layer 4

Correct Answer: B

QUESTION 4

A network administrator has subnetted the 172.16.0.0 network using a subnet mask of 255.255.255.192. A duplicate IP
address of 172.16.2.120 has accidentally been configured on a workstation in the network. The technician on the plant
floor must assign this workstation a new IP address within that same subnetwork. Which address should be assigned to
the workstation?

A.172.16.1.80

B. 172.16.2.80

C.172.16.1.64

D. 172.16.2.64

E. 172.16.2.127

F.172.16.2.128

Correct Answer: B

QUESTION 5

An Ethernet cable is attached to a PC NIC and then attached to a switch port. The PC power is turned on and the switch
port link LED turns green. The link light indicates what two conditions? (Choose two.)

A. Layer 2 communication has been established between the PC and switch.
B. The PC has received a DHCP address.

C. Traffic is being sent from the switch to the PC.

D. If flashing, the green LED indicates port speed of 100 Mb/s.

E. The Layer 1 media is functioning between the PC and switch.

F. The switch port is functioning as a half-duplex connection.

Correct Answer: AE
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