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QUESTION 1

Which two encoding formats do YANG interfaces support? (Choose two.)
A. XML

B. JSON

C. XHTML

D. BER

E. plain text

Correct Answer: AB

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/171/
b_171 programmability_cg/model_driven_telemetry.html

QUESTION 2

Refer to the exhibit.

curl -i -k =X “GET" “https™://172.18.110.64:443/ restconf/data/Cisco-105-
XE-native:native/hostname® \

-H fAccept: application/yang-data+json’ \

-u fcisco:cisco’

HTTP GET

HTTP 401 Unauthorized

An administrator attempts to perform a GET operation by using the Cisco IOS XE RESTCONF API to return the
hostname of a device. The sequence diagram in the exhibit illustrates the HTTP messages observed. Which change to
the API request resolves the issue?

A. Remove the -H \\'Accept: application/yang-data+json\\' header.

B. Replace -u cisco:cisco parameter with -u “cisco:cisco\\'.
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C. Change the request method from -X "GET\\' to -X "POST\\".

D. Add the -H "Content-Type: application/yang-data+json\\' header.

Correct Answer: B

There is likely a typo somewhere because quotes are required around the credentials.

Source: https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/restapi/restapi/RESTAPIintro.html

QUESTION 3

Which type of threat occurs when an attacker can send hostile data to an interpreter within an application?
A. sensitive data exposure

B. broken authentication

C. cross-site scripting

D. injection

Correct Answer: D

Reference: https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/Top_10-2017_Al-Injection

QUESTION 4

Refer to the exhibit.
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1 import reguesta

2 import json

3

4 BASE URL = "https://<IP Addresa>"

5 FIRST URL = "“/dna/intent/api/vl/network-device"

& SECOND URL = "/dna/intent/api/vl/network-device-poller/cli/read-request"
7 THIRD URL = "/dna/intent/api/vl/task/{task_id}"

8 FOURTH URL = "/dna/intent/api/vl/file/{file id}"™

b

10 headers = ("X-Auth-Tecken": "TOKEN", "Content-Type": "application/json")
11

12 parama = ("platformId": "CS500-40xX"}

13 response = reguests.get (BASE URL + FIRST_URL, headers=headers, params=params)
14 devices = []
15 for device in response.json() ["reaponse"]:

16 devices.append{device["id"])

17

18 payload = |

15 "commands": ["show version", "show ip int brief"],
20 "deviceUuids": devices,

21 "timeout": 0,

22 }

23 response = regquests.post (BASE URL + SECOND URL, data=json.dumps{payload),
+ headera=headers)

24 task _id = response.ijson() ["response™] ["taakId"]

25

26 response = regquests.get (BASE URL + THIRD URL.format (task id=task_id),
+ headera=headers)

27 progress_json = j=on.loads (response.json() ["response"] ["progress™])

28 file id = progress json("fileId")

29

30 response = requests.get (BASE URL + FOURTH URL. format (file id=file id),
- headers=headers)

31 file json = response.json()

32

33 for cnd in file json:

34 print (file json[cmd] ["commandResponses”] ["SUCCESS"] ["show ip int brief"])

A network engineer must collect information from the network using Cisco DNA Center APIs. The script must query for
the devices with \\'platformId\\' \'C9540-x\\' and then send commands to be executed. Which process is automated by
the Python script?

A. results gathering of the show version and show ip int brief commands

B. output of show ip int brief command on devices of type C9500-40X

C. execution information of the show version and show ip int brief commands

D. list of executed commands on C9500-40X and the information of show ip int brief command

Correct Answer: B

QUESTION 5
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What is a capability of an agentless configuration management system?

A. It requires managed hosts to have an interpreter for a high-level language such as Python or Ruby.

B. It requires managed hosts to connect to a centralized host to receive updated configurations.

C. It uses compiled languages as the basis of the domain-specific language to interface with managed hosts.
D. It uses existing protocols to interface with the managed host.

Correct Answer: D
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