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QUESTION 1

Which one of the following options is the MAC address that a host would use to send broadcast messages if its own
MAC address is 0800:0222:2222? 

A. 0000:0000:0000 

B. 0800:0222:FFFF 

C. 0800:FFFF:FFFF 

D. FFFF:FFFF:FFFF 

Correct Answer: D 

 

QUESTION 2

What is the difference between brute-forcing and password spraying? 

A. Brute-forcing refers to extracting AES keys from memory, and password spraying is attempting all possible
passwords from a dictionary of common passwords. 

B. Brute-forcing is calculating the most likely password for a user, based on the user\\'s birthday, anniversary, and
children\\'s birthdays. Password spraying means to try every password based on a dictionary. 

C. Brute-forcing is coercing users to give you their password, and password spraying refers to gathering credentials
through phishing campaigns. 

D. Brute-forcing is an attempt of every possible password on certain accounts, and password spraying is attempting
only a couple common passwords on every possible account. 

Correct Answer: D 

 

QUESTION 3

Which of the following is not a disadvantage of host-based antimalware? 

A. It requires updating multiple endpoints. 

B. It does not have visibility into encrypted traffic. 

C. It does not have visibility of all events happening in the network. 

D. It may require working with different operating systems. 

Correct Answer: B 

 

QUESTION 4
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What is one way of mitigating DHCP attacks by using a Cisco switch? 

A. VLAN segmentation 

B. MAC address security 

C. DHCP snooping 

D. DHCP authentication 

Correct Answer: C 

 

QUESTION 5

What is one result of placing an IPS on the untrusted (outside) segment of a firewall? 

A. The IPS can collect and correlate raw data from other network devices such as firewalls. 

B. The IPS alerts include real IP addresses rather than NATed addresses. 

C. The IPS generates more true positive alerts. 

D. The IPS can detect new forms of attacks. 

Correct Answer: D 
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