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QUESTION 1

Which of the following is a format for storing both public and private keys using a symmetric password-based key to
"unlock" the data whenever the key needs to be used or accessed? 

A. PKCS #12 

B. PKCS #10 

C. PKCS #7 

D. PKCS #2 

Correct Answer: A 

 

QUESTION 2

Which of the following are characteristics of next-generation firewalls and the Cisco Firepower Management Center
(FMC) in relation to incident management? (Select all that apply.) 

A. They provide a list of separate things, such as hosts, applications, email addresses, and services, that are authorized
to be installed or active on a system in accordance with a predetermined baseline. 

B. These platforms support an incident lifecycle, allowing you to change an incident\\'s status as you progress through
your response to an attack. 

C. You can create your own event classifications and then apply them in a way that best describes th e vulnerabilities on
your network. 

D. You cannot create your own event classifications and then apply them in a way that best describes the vulnerabilities
on your network 

Correct Answer: BC 

 

QUESTION 3

Which of the following is true about Diffie-Hellman? 

A. Diffie-Hellman is a key agreement protocol that enables two users or devices to authenticate each other\\'s preshared
keys without actually sending the keys over the unsecured medium. 

B. Diffie-Hellman is an encapsulation protocol that enables two users or devices to send data to each other. 

C. Diffie-Hellman is a part of the RSA encryption suite. 

D. Diffie-Hellman has three phases, and the second and third are used to encrypt data. 

Correct Answer: A 
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QUESTION 4

Which net command option is used to mount a file share? 

A. net use 

B. net mount 

C. net start 

D. net account 

Correct Answer: A 

 

QUESTION 5

What is a practical usage of the diamond model? 

A. to separate events from larger activities 

B. to provide knowledge of the adversary 

C. analytical pivoting 

D. to stop CnC domains 

Correct Answer: C 
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