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QUESTION 1

Which Statement about personal firewalls is true? 

A. They are resilient against kernal attacks 

B. They can protect email messages and private documents in a similar way to a VPN 

C. They can protect the network against attacks 

D. They can protect a system by denying probing requests 

Correct Answer: D 

 

QUESTION 2

Regarding outbound email security policies, which one of the following steps is omitted from the outbound mail pipeline,
but is available in the inbound mail pipeline? 

A. reputation filters 

B. RSA DLP 

C. advanced malware protection 

D. anti-virus 

E. anti-spam 

Correct Answer: A 

 

QUESTION 3

Which of the following are public key standards? 

A. IPsec 

B. PKCS #10 

C. PKCS #12 

D. ISO33012 

Correct Answer: B 

 

QUESTION 4

Which is a key requirement for the RSPAN feature to work across a network? 
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A. All switches must belong to the same management network address range. 

B. Trunk ports must connect all switches from the source port to the destination port of the RSPAN. 

C. All ports on source and destination switches must be configured as access ports. 

D. All switches must reside in the same VTP domain. 

E. All network devices must be the same model and run the same IOS version. 

Correct Answer: B 

 

QUESTION 5

What is used in the Cisco TrustSec architecture to provide link-level encryption? 

A. MACSec 

B. IPSec 

C. TLS 

D. EAP 

Correct Answer: A 
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