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QUESTION 1

Which of the following are metrics that can measure the effectiveness of a runbook? 

A. Mean time to repair (MTTR) 

B. Mean time between failures (MTBF) 

C. Mean time to discover a security incident 

D. All of the above 

Correct Answer: D 

 

QUESTION 2

Which TCP header flag is used by TCP to establish a connection? 

A. URG 

B. SYN 

C. PSH 

D. RST 

Correct Answer: B 

 

QUESTION 3

Which two of the following statements are correct about blacklists and whitelists? (Choose two.) 

A. Whitelists are used only to identify IP addresses to be permitted. 

B. A blacklist can identify IP addresses, applications, domains, or URLs to be explicitly denied. 

C. Whitelisting denies all traffic that is not explicitly permitted. 

D. Whitelisting applications will always stop the malware payloads. 

Correct Answer: BC 

 

QUESTION 4

Which two of the following statements best describe how to access the Microsoft Event Viewer to review its logs?
(Choose two.) 

A. By using a command line, open a Windows command prompt and enter the eventvwr command. 
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B. Open the icon in the system tray. 

C. Type go event viewer in the Start menu\\'s Run Application entry section. 

D. From the control panel, open Administrative Tools, and then click Event Viewer. 

E. Right-click on the system clock in the Task Bar. 

Correct Answer: AD 

 

QUESTION 5

Which process continues to be recorded in the process table after it has ended and the status is returned to the parent? 

A. Daemon 

B. Child 

C. Orphan 

D. Zombie 

Correct Answer: D 
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