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QUESTION 1

Which one of the following commands is required on an interface in order to apply an ACL as a packet filter? 

A. access-class 

B. ip access-group 

C. ip access-list 

D.  

Correct Answer: B 

 

QUESTION 2

Which type of data typically consists of connection level, application-specific records generated from network traffic? 

A. location data 

B. statistical data 

C. alert data 

D. transaction data 

Correct Answer: B 

 

QUESTION 3

Which type of common security threat can be solved by patching the operating system or hardware device? 

A. phishing 

B. SQL injection 

C. malware 

D. known vulnerabilities 

E. weak authentication 

Correct Answer: D 

 

QUESTION 4

Which one of the following options best describes an MITM attack? 

A. easily detected and not a threat 
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B. a system that has the ability to view the communication between two systems and imposes itself in the
communication path between those other systems 

C. a device that connects to a switch and issues an enormous amount of DHCP requests until the DHCP server runs
out of IP addresses 

D. a device that issues an extremely large amount of SYN requests to a server, preventing all other devices from
making a connection 

Correct Answer: B 

 

QUESTION 5

Which type of attack forces a machine to respond to a SYN message by sending a packet to itself on the same port it
received the SYN? 

A. smurf 

B. land attack 

C. amplification attack 

D. reflection attack 

Correct Answer: B 
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