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QUESTION 1

How do you verify that one of your hosts is potentially compromised based on their communication destinations?
A. Search the communication destinations of the host in the Talos IP and Domain Reputation Center.

B. Analyze how much traffic the host sent and received from each IP address or domain.

C. See if any Stealthwatch alarms were triggered for the host communicating with internal hosts.

D. Check the Firepower appliance to see if malicious files were downloaded.

Correct Answer: A

QUESTION 2

What is a common artifact used to uniquely identify a detected file?
A. file size

B. file extension

C. file timestamp

D. file hash

Correct Answer: D

QUESTION 3
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Refer to the exhibit. Which function of the Cisco Firepower Management Console correlation rules does the screenshot
demonstrate?

A. operating system whitelist events

B. whitelisted true positive events

C. whitelisted false positive events

D. whitelisted command and control communication events

Correct Answer: B

QUESTION 4

An organization has recently adjusted its security stance in response to online threats made by a known hacktivist
group. Which term defines the initial event in the NIST SP800- 61 r2?

A. instigator

B. precursor

C. online assault
D. trigger

Correct Answer: B
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QUESTION 5

Which incident handling phase contains evidence gathering and handling?
A. containment, eradication, and recovery

B. identification

C. post incident

D. preparation

Correct Answer: C
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