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QUESTION 1

When Cisco 10S zone-based policy firewall is configured, which three actions can be applied to a traffic class? (Choose
three.)

A. pass
B. police
C. inspect
D. drop
E. queue
F. shape

Correct Answer: ACD

QUESTION 2

In which three cases does the ASA firewall permit inbound HTTP GET requests during normal operations? (Choose
three).

A. when a matching TCP connection is found

B. when the firewall requires strict HTTP inspection

C. when the firewall receives a FIN packet

D. when matching ACL entries are configured

E. when the firewall requires HTTP inspection

F. when matching NAT entries are configured

Correct Answer: ADF

See the following links: https://supportforums.cisco.com/discussion/11809846/asa-5505-using-nat-allowing-incoming-
traffic-https https://supportforums.cisco.com/discussion/12473551/asa-what-allowing-return-http-traffic Also, there is a
modified version of this question where answers D and F are replaced with "When the firewall receives a SYN packet”

and "When the firewall receives a SYN-ACK packet". The a SYN-ACK packet coming back from the web server
establishes the TCP connection and allows requests to come through, so this is a correct answer.

QUESTION 3
Which type of mirroring does SPAN technology perform?
A. Remote mirroring over Layer 2

B. Remote mirroring over Layer 3
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C. Local mirroring over Layer 2
D. Local mirroring over Layer 3

Correct Answer: C

QUESTION 4

What is the effect of the ip scp server enable command?

A. It allows the router to initiate requests to an SCP server

B. It references an access list that allows specific SCP servers
C. It adds SCP to the list of allowed copy functions

D. It allows the router to become an SCP server

Correct Answer: D

QUESTION 5

What security feature allows a private IP address to access the Internet by translating it to a public address?
A. NAT

B. hairpinning

C. Trusted Network Detection

D. Certification Authority

Correct Answer: A
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